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Quick Start Reference - Connect to Managed Dashboards and
Reports Data

This applies to: Managed Dashboards, Managed Reports
Data Connectors

® Connect to Data and View it on a Dashboard

B Selecting Structures For Data Connector Discovery
®  Connect to Data and View it on a Dashboard

® Drag and Drop an Excel File

®  Authentication Methods

® Data Connector Reference

®  Connecting to Access

® Manage the Amazon Redshift Connector

®  Connecting to Azure Table / Azure Cosmos DB

® Manage the BigQuery Connector

®  Connecting to Exasol

®  Connecting to Excel

® Excel Connection Issues

®  Converting a String to Date/Time Data Type
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Connecting to ODBC

Connecting to OData

Connecting to Pardot

Connecting to SharePoint Lists and Excel Services

Manage the Snowflake Connector

Connecting to SSAS

Using SSAS Roles Impersonation

Manage the Teradata Connector
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Manage the Vertica Connector
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SQL Server Data Connection Issues

SSAS Data Connection Issues

Security
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Data Security

Feature Security

Organizational Security
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Configuration Settings
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Connect to Data and View it on a Dashboard

This applies to: Managed Dashboards, Managed Reports

This walkthrough shows you how to add a new connection to a data source and use it to display some data on a dashboard.

A SQL Server/Azure SQL database is used for example purposes, but you can follow these steps for any data source.

Connecting to Data

If you are accessing data live from a database or online data source, you generally need to have some knowledge about the type of data source as well as the
necessary permissions to connect.

You also need to be a user with at least power user access to create a data connector.

Create a New Data Connector

You can create a data connector a number of different ways:

® Click Data in the main menu on the left, switch to Data Connector, then click Create.
® You can also use the options provided when creating a new metric set.

= Or, right-click the Data Connectors folder in the Explore window and choose New Data Connector.

The new data connector dialog appears, with various settings available that change depending on the type of data provider you want to use.
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Help E

New data connector

A data connector lets you connect to your data through a
provider.

Name

Select a name...
Data Provider

Microsoft SQL Server Database v

Test connection A

Data provider information

Enter the information for the selected data provider. This will
help us connect to your data properly.

Authentication

Server Windows credentials v

Data Source Page 20 of 279
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Choose a Name and Folder Location

Your new data connector will need a name - click inside the Name box to open a dialog where you can enter one.

You can optionally click to select a specific subfolder Location under the Data Connectors folder. To create a subfolder, right-click (or long-tap) an existing folder
and choose Create Folder.

Save

Select a folder and enter the name of the item to save.

Name

My Data Connector|

Location
v [l My Project
v [@ Data Connectors

> [mw Shared

Select a Data Provider

You can connect to a wide range of data source types. The Data Provider drop-down is set to Microsoft SQL Server by default, which is also used for connecting
to Azure SQL and Azure Synapse.
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oelect a name...

Data Provider

Microsoft SQL Server Database

Amazon Redshift

Azure Table [ Azure Cosmos DB
DBF File

Exasol Database

Flat Files

Generic Web

Google Analytics

Google Analytics Data API (GA4)
Google BigQuery

Google Sheets

IBM DB2 Database

JDBC

MemSQL Database

Microsoft Access

Microsoft Dataverse

Microsoft Excel

Microsoft SQL Server Analysis Services

v Microsoft SQL Server Database

MySQL Database

MMada

Advanced
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The settings below may change after changing the data provider.

Your administrator may need to install drivers on the server for certain data providers.

Settings

You can hover over each data provider setting for a tooltip popup providing a description (or long-tap on touch devices).
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Data Provider

Microsoft SQL Server Database v

Test connection &

Data provider information

Enter the information for the selected data provider. This will
help us connect to your data properly.

Authentication

Server Windows credentials h'd

Data Source

SERVERT

Initial Catalog

AdventureWorks|

Advanced v

Page 24 of 279

Connection Resiliency v



- Archive of documentation for Logi Symphony v24

Some data providers offer more than one authentication method you can choose from, such as:

®  Server Windows credentials

®  Provider-specific options such as SQL Server authentication

Specified Windows credentials
®  |mpersonated Windows credentials

= Active Directory credentials, for use with Azure

Fill in the requested credentials if required.

When connecting to any database, there may be settings similar to the following ones for Microsoft SQL Server:

® Data Source - The name of your database instance or database server (e.g., often this is just the server name), or its network/internet address.

® |nitial Catalog - The database name.

There are typically other optional or advanced settings you can configure. Click through the expandable sections near the bottom to access additional settings.

o Note: Enable Allow Session Schemas for supported connectors to use session schemas. See Session Schema.

Important: If you disable Trusted Access in a multi-tenancy environment, data retrieved through the Data Discovery connector you created is fetched
using the tenant admin's credentials instead of each user's credentials. Effectively, all row level security settings are removed on the data retrieved.

Test the Connection

You can click Test connection as a quick way of verifying the settings you just entered. A message will appear in the bottom-right corner of your browser window
indicating whether the connection was successful.
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SEEeCct a name. ..
Data Provider

Microsoft SQL Server Database v

Test connection 5 ]

Nata nrovider infarmation

Save

At the bottom of the dialog, the Check In option is checked by default to share the data connector with other users with access to the current project as soon as it's
created.
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select structures &l

Check In

Add a check in comment +

Finally, click to Save at the bottom. A message will tell you the data connector was created and that a discovery operation was started - this process automatically

finds and lists all the tables, stored procedures, and other available data 'structures' for you to work with, and it runs in the background so you don't need to wait for
it.

e Success

Your data connector 'My Data
Connector’ was created. Discovery Is

now happening, but you don't need to
wait for it.
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o Note: Stored Procedures that don't output a value are not supported.

If you want to make changes to the data connector, you can re-open it from the main menu.

Viewing Data

Now that you have a data connector providing access to a data source, you can display some data using a metric set or dashboard, for example. The quick
walkthrough below shows a dashboard.

Create a New Dashboard

Click on Views in the main menu and create a new dashboard. Choose Blank to drag and drop content anywhere on the dashboard, or you can choose another
template.

The dashboard editor is displayed, with most of the screen taken up by a canvas where you can drag and drop items to compose your dashboard.
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Find Your Data Connector
Click on the Explore window, usually docked on the right, to expand it if it isn't already. It lists all the items within the current project.

Expand the Data Connectors folder to see your data connector, then further expand the data connector itself to see the data structures discovered, including
database tables and programmatic structures such as stored procedures and functions.
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X | (@ Explore

Layers

N

X

(3 Properties

QO F € @

(Q Search Files

v [#1 My Project

v [@ Data Connectors

> [@ Shared

v [E My Data Connector

>
>

i

N R RV R N R
H H B HHBE B @ B

B Programmatic Structures

B Vviews

[dbo].[AWBuildVersion]
[dbo].[Databaselog]
[dbo].[ErrorLog]
[HumanResources].[Department]
[HumanResources].[Employee]
[HumanResources].[EmployeeDep
[HumanResources].[EmployeePay!|
[HumanResources].[JobCandidate
[HumanResources].[Shift]

[Person].[Address]

[Barenn] [ArddreceTynal
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o Note: If the structures or their columns have changed since they were last discovered, you can right-click/long-tap the data connector or one of its sub-
folders and choose Re-Discover.

Drag a Table of Data To the Canvas

Under your data connector, scroll down and locate a specific table or sheet of data you want to see. Expand the table and drag individual columns you are
interested in, or drag the entire table to preview all of its raw data.

o |30 (400 |40 50 550 (600 (650 700 750 ' s
Q £ =
e Q search Files
=
-g_ > H [Production].[Document]
Ed
5 > B [Production].[lllustration]
— > H [Production].[Location]
X ;
v [ [Production].[Product]
=™ Dashboard
s Class
Drag and drop something from the Explore panel w & Color
j4h]
-
® & DaysToManufacture
v H [Pmductiug].[?mduct]
" ol > & DiscontinuedDate
Connect to new data with a Data connector X és FinishedGoodsFlag

Data sources are connected to live/real-time by default (other than files such as Excel spreadsheets that were uploaded).

Dragging data automatically creates a metric set you can use to analyze it. Initially it's visualized as a table, but you can Re-Visualize from the toolbar. Otherwise,
a recommended visualization will be chosen for you automatically as you drag or add more data.
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View the Dashboard

Click View in the toolbar to switch to View mode. This lets you interact with your dashboard, such as using the scrollbars on the table visualization. Click Edit in the

toolbar to go back to Edit mode.
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For more information, see:

Authentication Methods

Connect to OLAP Data and Apply a Formula
Setting Up Data Input

Other Metric Set Tools

Automatic Joins and Hierarchies

Working With Projects

Check In, Check Out and Auto Saving
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Selecting Structures For Data Connector Discovery

This applies to: Managed Dashboards, Managed Reports

When setting up a data connector for most data providers such as for a database, you have the option of selecting which native structures (e.g., tables or cubes)

will be discovered and appear in the Explore window.

For example, the database you want to connect to may have hundreds of tables but for your current project you only need a few of those tables.

| o Note: Tabular data providers such as Excel do not provide this option.

Select Structures

When creating a new data connector, or after opening an existing one from the main menu, scroll down and click Select structures.

Initial Catalog

AdventureWarks2014

b Advanced
r Connection Besiliency
» Context

b Initialization

» Pooling
P Securty
b Repj

Select specific structures to include
@Ill] i, the data connector discovery. By
default, all items (all tables, etc.) will

be included.

Select structures 4

Check In

Page 35 of 279



- Archive of documentation for Logi Symphony v24

In the Select Data Structures dialog, select which native structures you want to be discovered and included under the data connector in the Explore window.
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Submit the data connector to begin discovery. After this completes, create a new dashboard and go to the Explore window to see your data connector which
should list only the structures you selected.

EEE-:I lm |

CF

B CxpLORE
D

4 71 Projectd

A Data Connectors

i

1 Shared
P °* DataConnectorl
4 %* DataConnector?

:Z [Production].[Product]

= LAYERS

2 [Producticn].[Produ ctCategory]

2 [Production].[ProductDescription]

iZ [Production].[Productinventony]

ES

i= [Production].[ProductPhoto]

= [Production].[ProductSubcategory]

/" PROPERTI

Cube Perspectives

B v v v v v«

b .

Data Cubes

o Note: Structures used by downstream elements such as data cubes will still be discovered even if not selected. You can check for these by right-clicking
the structure in a file explorer to open its Properties then clicking References.

For more information, see:

®  Connect to Data and View it on a Dashboard

® File and Folder Properties
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® Check In, Check Out and Auto Saving

®  Working With Projects
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Connect to Data and View it on a Dashboard

This applies to: Managed Dashboards, Managed Reports

This walkthrough shows you how to add a new connection to a data source and use it to display some data on a dashboard.

A SQL Server/Azure SQL database is used for example purposes, but you can follow these steps for any data source.

Connecting to Data

If you are accessing data live from a database or online data source, you generally need to have some knowledge about the type of data source as well as the
necessary permissions to connect.

You also need to be a user with at least power user access to create a data connector.

Create a New Data Connector

You can create a data connector a number of different ways:

® Click Data in the main menu on the left, switch to Data Connector, then click Create.
® You can also use the options provided when creating a new metric set.

= Or, right-click the Data Connectors folder in the Explore window and choose New Data Connector.

The new data connector dialog appears, with various settings available that change depending on the type of data provider you want to use.
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Help E

New data connector

A data connector lets you connect to your data through a
provider.

Name

Select a name...
Data Provider

Microsoft SQL Server Database v

Test connection A

Data provider information

Enter the information for the selected data provider. This will
help us connect to your data properly.

Authentication

Server Windows credentials v

Data Source Page 41 of 279
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Choose a Name and Folder Location

Your new data connector will need a name - click inside the Name box to open a dialog where you can enter one.

You can optionally click to select a specific subfolder Location under the Data Connectors folder. To create a subfolder, right-click (or long-tap) an existing folder
and choose Create Folder.

Save

Select a folder and enter the name of the item to save.

Name

My Data Connector|

Location
v [l My Project
v [@ Data Connectors

> [mw Shared

Select a Data Provider

You can connect to a wide range of data source types. The Data Provider drop-down is set to Microsoft SQL Server by default, which is also used for connecting
to Azure SQL and Azure Synapse.
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oelect a name...

Data Provider

Microsoft SQL Server Database

Amazon Redshift

Azure Table [ Azure Cosmos DB
DBF File

Exasol Database

Flat Files

Generic Web

Google Analytics

Google Analytics Data API (GA4)
Google BigQuery

Google Sheets

IBM DB2 Database

JDBC

MemSQL Database

Microsoft Access

Microsoft Dataverse

Microsoft Excel

Microsoft SQL Server Analysis Services

v Microsoft SQL Server Database

MySQL Database

MMada

Advanced
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The settings below may change after changing the data provider.

Your administrator may need to install drivers on the server for certain data providers.

Settings

You can hover over each data provider setting for a tooltip popup providing a description (or long-tap on touch devices).
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Data Provider

Microsoft SQL Server Database v

Test connection &

Data provider information

Enter the information for the selected data provider. This will
help us connect to your data properly.

Authentication

Server Windows credentials h'd

Data Source

SERVERT

Initial Catalog

AdventureWorks|

Advanced v
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Some data providers offer more than one authentication method you can choose from, such as:

®  Server Windows credentials

®  Provider-specific options such as SQL Server authentication

Specified Windows credentials
®  |mpersonated Windows credentials

= Active Directory credentials, for use with Azure

Fill in the requested credentials if required.

When connecting to any database, there may be settings similar to the following ones for Microsoft SQL Server:

® Data Source - The name of your database instance or database server (e.g., often this is just the server name), or its network/internet address.

® |nitial Catalog - The database name.

There are typically other optional or advanced settings you can configure. Click through the expandable sections near the bottom to access additional settings.

o Note: Enable Allow Session Schemas for supported connectors to use session schemas. See Session Schema.

Important: If you disable Trusted Access in a multi-tenancy environment, data retrieved through the Data Discovery connector you created is fetched
using the tenant admin's credentials instead of each user's credentials. Effectively, all row level security settings are removed on the data retrieved.

Test the Connection

You can click Test connection as a quick way of verifying the settings you just entered. A message will appear in the bottom-right corner of your browser window
indicating whether the connection was successful.
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SEEeCct a name. ..
Data Provider

Microsoft SQL Server Database v

Test connection 5 ]

Nata nrovider infarmation

Save

At the bottom of the dialog, the Check In option is checked by default to share the data connector with other users with access to the current project as soon as it's
created.
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select structures &l

Check In

Add a check in comment +

Finally, click to Save at the bottom. A message will tell you the data connector was created and that a discovery operation was started - this process automatically

finds and lists all the tables, stored procedures, and other available data 'structures' for you to work with, and it runs in the background so you don't need to wait for
it.

e Success

Your data connector 'My Data
Connector’ was created. Discovery Is

now happening, but you don't need to
wait for it.
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o Note: Stored Procedures that don't output a value are not supported.

If you want to make changes to the data connector, you can re-open it from the main menu.

Viewing Data

Now that you have a data connector providing access to a data source, you can display some data using a metric set or dashboard, for example. The quick
walkthrough below shows a dashboard.

Create a New Dashboard

Click on Views in the main menu and create a new dashboard. Choose Blank to drag and drop content anywhere on the dashboard, or you can choose another
template.

The dashboard editor is displayed, with most of the screen taken up by a canvas where you can drag and drop items to compose your dashboard.
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Drag and drop something from the Explore panel
Add a control from the toolbar
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Drag and drop a data file like Excel from your computer here
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Find Your Data Connector
Click on the Explore window, usually docked on the right, to expand it if it isn't already. It lists all the items within the current project.

Expand the Data Connectors folder to see your data connector, then further expand the data connector itself to see the data structures discovered, including
database tables and programmatic structures such as stored procedures and functions.
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X | (@ Explore

Layers

N

X

(3 Properties

QO F € @

(Q Search Files

v [#1 My Project

v [@ Data Connectors

> [@ Shared

v [E My Data Connector

>
>

i

N R RV R N R
H H B HHBE B @ B

B Programmatic Structures

B Vviews

[dbo].[AWBuildVersion]
[dbo].[Databaselog]
[dbo].[ErrorLog]
[HumanResources].[Department]
[HumanResources].[Employee]
[HumanResources].[EmployeeDep
[HumanResources].[EmployeePay!|
[HumanResources].[JobCandidate
[HumanResources].[Shift]

[Person].[Address]

[Barenn] [ArddreceTynal
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o Note: If the structures or their columns have changed since they were last discovered, you can right-click/long-tap the data connector or one of its sub-
folders and choose Re-Discover.

Drag a Table of Data To the Canvas

Under your data connector, scroll down and locate a specific table or sheet of data you want to see. Expand the table and drag individual columns you are
interested in, or drag the entire table to preview all of its raw data.

o |30 (400 |40 50 550 (600 (650 700 750 ' s
Q £ =
e Q search Files
=
-g_ > H [Production].[Document]
Ed
5 > B [Production].[lllustration]
— > H [Production].[Location]
X ;
v [ [Production].[Product]
=™ Dashboard
s Class
Drag and drop something from the Explore panel w & Color
j4h]
-
® & DaysToManufacture
v H [Pmductiug].[?mduct]
" ol > & DiscontinuedDate
Connect to new data with a Data connector X és FinishedGoodsFlag

Data sources are connected to live/real-time by default (other than files such as Excel spreadsheets that were uploaded).

Dragging data automatically creates a metric set you can use to analyze it. Initially it's visualized as a table, but you can Re-Visualize from the toolbar. Otherwise,
a recommended visualization will be chosen for you automatically as you drag or add more data.
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View the Dashboard

Click View in the toolbar to switch to View mode. This lets you interact with your dashboard, such as using the scrollbars on the table visualization. Click Edit in the

toolbar to go back to Edit mode.
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For more information, see:

Authentication Methods

Connect to OLAP Data and Apply a Formula
Setting Up Data Input

Other Metric Set Tools

Automatic Joins and Hierarchies

Working With Projects

Check In, Check Out and Auto Saving
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Drag and Drop an Excel File

This applies to: Managed Dashboards, Managed Reports
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This article shows you how to display data from a Microsoft Excel file using simple drag-and-drop operations. This also works for other file data sources such as
Access, flat files such as CSV, or XML files.

o Note: You can also connect to an Excel file located at a URL/address or in a shared folder if you want to display future updates to the file.

Drag an Excel File To the Explore Window

This example depicts these steps followed after creating a new metric set from the main menu, but you can follow the same steps when editing a dashboard.

Locate your Excel file on your device (e.g., Windows Explorer or Finder), then drag and drop it into the Explore window.
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& @ Data o
Q
Name ~ Date Modified
Q Search Files
m ™
5
2 Vv [l MyProject
w
® > [@ Data Con® QLG \
> [m Data Cubes v
X
> Hierarchies
@ > Time Dimensions
B > Metric Sets
s
a > [@ Dashboards
Q @ Reports
= <rarararde

o Note: To browse through files on your device to find the one to upload instead of dragging and dropping, create an Excel data connector and click to
Browse/Choose File.

The Excel file is automatically imported as a data connector.

Expand the Data Connectors folder in the Explore window to see the auto-generated data connector for the Excel file. You can further expand the data connector
to see any sheets and tables found in the file, and the column structure of each sheet.

Page 57 of 279



ogi=

AMNMALYTICS

- Archive of documentation for Logi Symphony v24

Mame Date Count X O 4_2 [@:3
a 1/1/2023 12:00:00 AM  1.00
b 2/1/202312:00:00 AM  3.00 o Q Ssearch Files
|
c 3/1/2023 12:00:00 AM  2.00 Y @l My Project
<
d 4/1/2023 12:00:00 AM  7.00 (‘5 v Bl B Bermmaiure
e 5/1/2023 12:00:00 AM  4.00
> [ Shared
f 6/1/2023 12:00:00 AM  4.00 ¢
9 7/1/2023 12:00:00 AM  6.00 v & TestData
2 8/1/2023 12:00:00 AM  2.00 v o [Sheet1$]
i 9/1/2023 12:00:00 AM  6.00 2 Name
j 10/1/2023 12:00:00 AM  7.00 > & Date
k 11/1/2023 12:00:00 AM  6.00
& Count
| 12/1/2023 12:00:00 AM  5.00
> [m Data Cubes

o Note: A green check mark icon on the data connector indicates it's currently checked out to you and not yet checked in to be shared with others. You can
check it in from its right-click menu or from its dialog after opening it for editing from its right-click menu or from the main menu.

For this example, drag an Excel sheet from the Explore window to the canvas to view its entire contents. A table visualization appears which displays the contents
of the Excel sheet.

Alternatively, you can also drag individual columns one at a time that you want displayed.

Drag an Excel File Directly To the Canvas

Optionally, you can drag an Excel file from your computer and drop it directly onto a new metric set or onto the canvas of the dashboard when editing.
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The Excel file will be added as a data connector in the Explore window the same way as shown above, and a table visualization will automatically appear on the
canvas displaying data from one of the file's sheets.

Remove a Column From the Table

The Data Analysis Panel normally appears automatically to the left (if not already open when editing a dashboard, select Data Analysis Panel in the toolbar or
from the right-click menu).

For this example, we are not using the Name column. Click the icon to remove it from the metric set so it is no longer displayed.
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Data Analysis Panel: Metric Set

|l Oy
Freeze Refresh Data Visualization
Metric Set 1 [1
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click to add, or drop a measure

Rows

Name 7 Y @l
Date 7 Y E

<Row Number> '[E[
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[
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Mame Date
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a
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5/1/2023 12:00:00 AM
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A different visualization may be chosen automatically for you (e.g., a line chart) based on the remaining data using its recommendation engine if you didn't choose

a specific visualization yourself. You can always choose your own preferred visualization as shown later.

Replace Date Column With Time Hierarchy Level

Expand the Time Dimensions folder in the Explore window. (When following these steps differently, click the suitcase icon in the toolbar of the Explore window first

if it's showing a simplified view of items without a Time Dimensions folder.)
Expand the default time dimension and also its hierarchy that contains Month.

Drag the Month level of the hierarchy and drop it onto your existing date column in the Data Analysis Panel.

Data Analysis Panel: Metric Set 8

[ 0 [~ ?

Freeze Refresh Data Visualization

Metric Set 1 K .
& Measures

4
|Count g s Y El

click to add, or drop a measure

[+ Rows (Data Points) 2
e Month
Date N E[ 1
<Row Number> E]
(1]
) = S . T T . T T Th. P o« S Ty
click to add, or drop a hierarchy %, = % Gr?, % ’Dr?? 2 % 0«:, "1} C‘v, I
":'G, s L%-.' 3, /-;:(J ":':a ‘?‘O» . Jr{é L/(’I; “L L3 e Df} % Gﬂn L’*”O
o R T G T % Yo, %, o . &
~ Clirare G, g ey 4 N (N 4 ) "L
L &, L3 -

() Explore

X

F Properties

Q
Q) Search Files
~ [l My Project

> [= Data Connectors
> [@ DataCubes

b 4 Hierarchies
b Time Dimensions
> [@ Shared

~ (O Time Dimension
v & Year > Month > Day
> [ Attributes
T Year
T2 Month
g Day

Y = Yaar w Wasl w M

The visualization is updated to group the dates into months and display the month names.
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Data Analysis Panel: Metric Set 8
| Q |~ ;
Freeze Refresh Data Visualization
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_Date / V IEF 1
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Re-Visualize

Finally, click Re-Visualize from the toolbar, and then choose a different visualization if you prefer. In our example, the we can switch back to a Table from the line
chart.
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Month Count
January, 2023 1.00
February, 2023 3,00
March, 2023 2.00
April, 2023 7.00
May, 2023 4.00
June, 2023 4.00
July, 2023 6.00
August, 2023 2.00
September, 2023  6.00
October, 2023 7.00
November, 2023 6.00

December, 2023

5.00
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Dragging and dropping a file to the application will upload the file.

®  For updates to the file to take effect, you must either edit the data connector and upload a new file, or specify a URL or path to access the file in the data
connector settings. See Connecting to Excel for more information.

®  An uploaded file will be automatically warehoused after the first use to improve performance.

® You can download an uploaded file. Right-click the checked-in data connector from the Explore window or main menu and select Download File.
For more information, see:

® Connect to Data and View it on a Dashboard

B Setting Up Data Input

® View Data With a Chart and Drill Down

®  Connecting to Excel

®  Connecting to Access

®  Connecting to Flat Files in Managed Dashboards

® Connecting to XML Files
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Authentication Methods

This applies to: Managed Dashboards, Managed Reports
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This article explains the available authentication methods you can use to connect to a data source.

Authentication Methods

Some data providers have an Authentication field, which you can set to a method such as Specified Windows credentials. For example:

® Access and DBF

= Excel/ Flat/ XML files

® ODBC generic

®  SharePoint Lists / Excel Services
= SQL Server

® SQL Server Analysis Services

B Teradata
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Authentication

. Server Windows credentials
Server Windows credentials
| Use SOL Server authentication
| Specified Windows credentials
Impersonated Windows credentials

The available methods are explained below but note that some of the methods are applicable to certain providers only.

Server Windows Credentials

The Server Windows credentials authentication method lets you connect to a data source using the Windows identity that is running the Symphony IIS application

pool.

- Archive of documentation for Logi Symphony v24

Use this method when the 1IS application pool user/identity already has access to the data source (for example, when the data source does not contain any

sensitive information).

SQL Server Authentication

This authentication method is applicable to the SQL Server data provider only. It lets you connect to a SQL Server data source using login credentials that are
created and managed by SQL Server. These login credentials are not based on Windows user accounts.
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Authentication

Use S0L Sarver authentication v

The S0 Server login account.

See also: https://docs.microsoft.com/en-us/sql/relational-databases/security/choose-an-authentication-mode

Specified Windows Credentials

The Specified Windows credentials authentication method lets you enter the credentials that will be used to establish the Windows identity for connecting to the
data source.

Use this method when the 11S application pool identity does not have sufficient access to the data source. Generally, all users viewing dashboards based on this
data connector will see the same data (because the same specified credentials are being used).

The method requires the following information:

® Domain - The domain to which the Windows account belongs.
® Username - The Windows account name.
® Password - The account's password.

® Relay Credentials - For connections to remote servers. If enabled, the specified credentials will be sent to the remote server and authenticated there. If
unchecked, the specified credentials will be authenticated by the server where the Symphony application is running. Use this option if the Symphony server is
not able to reach a domain controller for the specified domain. Do not enable this option if the data source is on the same server as the Symphony application.
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Authentication

Specified Windows credentials v

Cromain

Impersonated Windows Credentials

If you are logged on to Symphony with a Windows account, the Impersonated Windows credentials method will use the corresponding identity to connect to the
data source.

Use this method when the data source returns different data depending on the Windows account that is connected.

o Note: Impersonated Windows credentials allow for a Double-Hop issue. To avoid this, make sure the data source and the application database are on
the same computer, or enable Kerberos delegation. You can read more on this from Microsoft here or here.

Azure Active Directory

When creating a Microsoft SQL Server data connector, additional authentication methods Active Directory Password and Active Directory Integrated are available
for when connecting to Azure SQL using Azure Active Directory.

Online Credentials

This authentication method is applicable when you are connecting to SharePoint Lists and Excel Services using SharePoint Online (e.g., Office 365) instead of an
on-premises server.

For more information, see:
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Connect to Data and View it on a Dashboard
Connecting to SSAS

SSAS Data Connection Issues

SQL Server data connection issues

Using Custom Attributes to Filter Data by User
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Data Connector Reference

Symphony data connectors are used to connect to your data stores. Each data connector has capabilities and limitations when connected to the Symphony server.
This topic highlights those details and provides a link to more information about each connector. For information about setting the parameters required by a
connector to connect to a data store, see Manage Data Discovery Data Store Connections. For information on how to download and install a connector that is not
provided in the default Symphony installation, see Obtain Additional Connector Servers.

- Archive of documentation for Logi Symphony v24

The connectors below are organized for use in Data Discovery dashboards, Managed Dashboards, and Managed Reports.

® Some connectors can only be used in managed dashboards, reports, visualizations, and more.

= All connectors that work in data discovery dashboards and visuals can also be used in managed dashboards, reports, visualizations and more using the
ODBC connector to data discovery.

Important: You can use a Managed Dashboard connection as a data source or in a fusion data source in Visual Data Discovery. See Add and validate a
connection to a data cube.

Managed Dashboards and Reports Data Connectors

Create and manage these data connectors when working in the Managed Dashboards or Managed Reports modules. Some additional connectors are available

from Visual Data Discovery, but management of these connectors is in the Visual Data Discovery module. You can also use data sources that utilize many of these
connectors in Visual Data Discovery.

See Connect to Data and View it on a Dashboard.

Connector ’ Other Support Notes ‘
Access ODBC/JDBC only
Amazon Redshift Drivers included
Azure Table / Azure Cosmos DB Drivers included
dBase (DBF) database files Drivers included
BigQuery Drivers included
Exasol Drivers included
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’ Other Support Notes ‘

Drivers included

Flat files

Drivers included

Generic Web Data Sources

Drivers included

Google Analytics

Drivers included

Google Sheets

Drivers included

IBM DB2 Drivers included
JDBC 64-bit JDBC driver for the specific data source
MemSQL Drivers included

Microsoft Dataverse

Drivers included

Microsoft SQL Server 2005 or higher Including SQL Server Express, Azure SQL, Azure
Synapse

Drivers included

MySQL Drivers included
OData Drivers included
ODBC 64-bit ODBC driver for the specific data source
Oracle Drivers included

Oracle 11g Essbase

Drivers included

Pardot Drivers included
PostgreSQL Drivers included
Salesforce Drivers included
SAP Hana Drivers included

SAP NetWeaver BW 7.0 or later

Drivers included; uses XMLA web service.

SharePoint Lists and Excel Services

Drivers included (online credentials only)
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Connector ’ Other Support Notes ‘
Snowflake Drivers included
SSAS ( Microsoft SQL Server Analysis Services) Drivers included
Teradata Install the driver; version 12.0 or later
Vertica ODBC/JDBC only
XML File Drivers included

Visual Data Discovery Data Connectors

Create and manage these data connectors when working in the Visual Data Discovery module. You can also use data sources that utilize these connectors in
Managed Dashboards and Reports in Symphony.

Important: You can use a Managed Dashboard connection as a data source or in a fusion data source in Visual Data Discovery. See Add and validate a
connection to a data cube.

Connector Data Discovery Microservice ‘ S\l;gfs?c::a: Data Discovery Connector Port Other Actions Required & Notes
'I:Z;SZ;:; zoomdata-edc-redshift 1.0 8202 Install JDBC driver.
Amazon S3 zoomdata-edc-s3 8129 Separate download.
Apache Dirill zoomdata-edc-drill 1.14-1.16 8095 Separate download.
Apachfa zoomdata-edc-phoenix-4.7 47 8124 Apache Phoenix 4.4 and 4.5 require separate
Phoenix downloads.
Apache .

data-edc-ph -4.7-

Phoenix Query ;z:rjj 2;\}2; phoenix 4.7 8125
Server (QS) v
Apache Solr zoomdata-edc-apache-solr 7.4-84 8115
BigQuery zoomdata-edc-bigquery 8093
Business zoomdata-edc-
Central businesscentral-jet N/A 8156 Separate download.
Cloudera zoomdata-edc-impala 3.2-34 8098
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Connector Data Discovery Microservice ‘ S\;Ig.i?;f: Data Discovery Connector Port Other Actions Required & Notes

Impala

Cloudera zoomdata-edc-cloudera-search (4.10-7.4 8201

Search

Couchbase zoomdata-edc-couchbase 6.0.1 8138 Includes Couchbase Community Edition 6.0.0.

Dremio zoomdata-edc-dremio 4.1 through 4.8|8142

i -edc-elasti h-

Elasticsearch |zoomdata-edc-elasticsearc 70-7.17 8139

7.0 7.0

Elasticsearch |zoomdata-edc-elasticsearch- 81-83 8147

8.0 8-0

HDFS zoomdata-edc-hdfs 8126 Separate download.

Hive zoomdata-edc-hive 2.1-3.1 8132
Jira

Jira Connector |zoomdata-edc-jira JDBC Driver |8151 Separate download.
1.7.8.1002

MemSQL zoomdata—-edc-memsqgl 7.1-76 8099 Install JDBC driver.
12.0 (SQL

Microsoft SQL Server 2014) -

data-edc- 1

Server zoomdata-edc-mssq 16.0 (SQL 8100
Server 2022)

MongoDB zoomdata-edc-mongo 3.4-44 8123

MySQL zoomdata-edc-mysqgl 5.6-8.0 8101 Install JDBC driver.

Oracle zoomdata-edc-oracle 11.2-21c 8102 Install JDBC driver.

PostgreSQL zoomdata-edc-postgresql 9.6-14.0 8105

Python zoomdata-ede-python 8153 Install Docker image. See Manage The Python

Real Time zoomdata-edc-rts 8108 Must be enabled.

Sales
Simba

Salesforce zoomdata-edc-salesforce f;lgéf%rxer 8152 Separate download.
2.1.22
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Connector Data Discovery Microservice S\;Ig.i?;f: Data Discovery Connector Port Other Actions Required & Notes
SAP Hana zoomdata-edc-saphana 2.0 8109 Separate download and install JDBC driver.
SAP S/4HANA |zoomdata-edc-saphanacloud N/A 8205 Separate download and install JDBC driver.
SAP 1Q zoomdata-edc-sapiqg 16 8121 Separate download and install JDBC driver.

whatever is
Snowflake zoomdata-edc-snowflake g:rprsg:tlid in 8131 Separate download.
the cloud
Spark SQL zoomdata-edc-sparksqgl 2.3-3.0 8116
Teradata zoomdata-edc-teradata 16.20 8111 Separate download and install JDBC driver.

Separate download and install JDBC driver.

TIBCODV zoomdata-edc-tibcodv 8.0-8.1 8140 The default TDV server port for JDBC connections is
9401.

Trino zoomdata-edc-trino 351-390 8148 Separate download.

Vertica zoomdata-edc-vertica 7.2 8112 Separate download and install JDBC driver.

In addition to the official Symphony connectors listed above, Symphony allows you to:

= Upload a flat file for viewing in visuals and dashboards.
= Dynamically upload and stream your data in real time using the Symphony Upload API.

Both the flat file uploads and the Upload API use port 8105 and require that PostgreSQL be enabled. While these processes are not strictly data connectors, they
are additional methods of providing data for Symphony.
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Connecting to Access

This applies to: Managed Dashboards, Managed Reports
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This article describes options available when connecting to a Microsoft Access file data source.

Main article: Connect to Data and View it on a Dashboard

Drag and Drop an Access File

The easiest way to work with an Access file is to drag it from Windows Explorer or Finder and drop it directly into Symphony, onto the Explore window or the
canvas of the file you're working on.
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= Data Connectors
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&5 1 Slideshows f,
&=
(=8
| Images
b |
b [d Maps S
b A Diagrams [+ Copy J
b Styles

This will automatically create a corresponding data connector in Symphony. Expand the data connector and drag a table to the canvas to see its data.
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This is similar to dragging and dropping an Excel file.

Connect To the Access File

You can also create a data connector, then either choose a file to upload or specify its location. See Connect to Data and View it on a Dashboard.

After setting the Data Provider to Microsoft Access for a data connector, specify the Access file you want to connect to using one of these options:

Page 77 of 279



- Archive of documentation for Logi Symphony v24

® Select Choose File and select an Access file to upload to Symphony. This version of the file will be used as the data source, and it will not be updated with any
future changes unless replaced by editing the data connector and uploading a new file in its place.

= Or, use the Data Source or UNC Path option to specify the full network path to the file. The data connector will access the file at this location, and changes to
this file will be reflected in Symphony. Example: \\serverl\shared\MarketData.mdb

Relay Credentials

Upload Mew File

.CI"IDDSE- File_ Mo file chosen

CQ O}

LUMC Path

Wserverl\shared\MarketData.md |:|

If you specified the path to your file rather than uploading it, select the Authentication drop-down to choose an authentication method used for accessing the
location you specified. For example, set it to Specified Windows credentials and enter the domain, username, and password for a Windows account that has
access to the file.

In typical cases, you can simply select Submit to create the data connector, but there are some advanced options you can set as described in later sections.
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o Note: The same third-party driver is required on the Symphony server to connect to Excel and Access files. If you experience a connection error with the
above steps, see the Excel Connection Issues troubleshooting article for a resolution.

Options

The following options are available for the Microsoft Access data provider.
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Advanced

= Extended Properties - Provider-specific connection information that cannot be described explicitly through standard properties.

= | ocale Identifier - The locale ID (LCID) specifies the database's collating order, which is the character set that will be used to determine how values in the
database are sorted.

B Authentication - The authentication method to use.

| ¥ Advanced

Extended Properties

Locale Identifier

1033

Authentication

! Share Deny None

' Read
H;Write
i Read Write
| Share Deny Read
Share Deny Write
Share Deny Exclusive
Share Deny None

Jet OLEDB

® Database Password - Required to open a password-protected database.

®  Registry Path - The path to the registry subkey to use for Jet database engine settings.
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® Database Locking Mode - Specifies the mode used when locking the database to read or modify records.

| ~ Jet OLEDB

Database Password
Registry Path

Database Locking Mode

1. Row level locking v

— 0. Page level locking

1. Row level locking

Security

® User ID - The user's ID (for user-level security).
® User Password - The user's password (for user-level security)

= System Database - Specifies the location of the Microsoft Jet workgroup information
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* Security

User ID

User Password

System Datal

=1}
L

=

=]

For more information, see:

® Drag and Drop an Excel File
® Connect to Data and View it on a Dashboard
® Manage File Uploads

B Excel Connection Issues
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Manage the Amazon Redshift Connector
Connecting to Amazon Redshift in Visual Data Discovery

This applies to: Visual Data Discovery

The Symphony Amazon Redshift connector lets you access the data available in Amazon Redshift storage using the Symphony client. The Amazon Redshift
connector supports Amazon Redshift version 1.0.

Before you can establish a connection from Symphony to Amazon Redshift storage, a connector server needs to be installed and configured. See Manage
Connectors And Connector Servers for general instructions and Connect To Amazon Redshift In Visual Data Discovery and Troubleshoot The Amazon Redshift
Connector for details specific to the Amazon Redshift connector.

After setting up the connector, create data sources that specify the necessary connection information and identify the data you want to use. See Manage Visual
Data Discovery Data Source Configurations for more information. After you set up your data sources, create dashboards, self service reports, and visuals from the
data in these data sources.

Feature Support

Connector support for specific features is shown in the following table.

Key: Y - Supported; N - Not Supported; N/A - not applicable

Feature ’ Supported? ‘

Admin-Defined Functions

Box Plots
Custom SQL Queries
Derived Fields (Row-Level Expressions)

<[=<[=<[=<[=<

Distinct Counts
Fast Distinct Values N/A
Group By Multiple Fields

Group By Time
Group By UNIX Time
Histogram Floating Point Values

Histograms

Z[<[<[<[<[<

Kerberos Authentication
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Feature ’ Supported? ‘
Last Value Y
Live Mode and Playback Y
Multivalued Fields N/A
Nested Fields N/A
Partitions N/A
Pushdown Joins for Fusion Data Sources Y
Schemas Y
Text Search N/A
TLS Y
User Delegation N
Wildcard Filters Y
Wildcard Filters, Case-Insensitive Mode Y
Wildcard Filters, Case-Sensitive Mode Y

o Note: Amazon Redshift returns whole numbers for aggregates on columns of type DECIMAL and NUMERIC types which have a 0 scale (in other words,
0 decimal places).

Connect to Amazon Redshift in Visual Data Discovery
Verify the MTU Size of Symphony

Before you can establish a connection between Amazon Redshift and Symphony, you must verify that the size of the maximum transmission unit (MTU) on your
Symphony server is set to 1500.

The MTU size determines the maximum size, in bytes, of a packet that can be transferred in one Ethernet frame over your network connection. If your MTU size is
too large for the connection, you might experience incomplete query results, your query might hang, or the connection might be dropped altogether. For more
information, see: https://docs.aws.amazon.com/redshift/latest/mgmt/connecting-drop-issues.html.

To review the MTU value, use the ip command:

$ ip addr show ethO

If you need to edit the MTU value and set the size to 1500, use the following ip command:
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$ ip link set dev ethO mtu 1500

Configure and Reference the JDBC Driver

The Amazon Redshift connector requires a JDBC driver to be configured before you connect. You can download the driver from the vendor's site. If you are
upgrading, keep in mind you need to configure the JDBC driver. For more information, see Add A JDBC Driver. The JDBC Driver for Redshift has more than one
jar file that needs to be downloaded: be sure to place the files in the same location to avoid any issues.

When setting up your Amazon Redshift connection, you need to specify the JDBC URL. You can find the URL on the Configuration tab of a cluster under Cluster
Database Properties. The format varies slightly based on the type of database being connected. For Amazon Redshift, use the following format:
jdbc:redshift://HOSTNAME: PORT/DATABASE NAME . If authentication has been set up, provide the user name and password.

Connect to Amazon Redshift in Managed Dashboards and Reports

This applies to: Managed Dashboards, Managed Reports

Main article: Connect to Data and View it on a Dashboard

AWS Account

Use your AWS account to set up Amazon Redshift and find its connection details.
Sign in to your AWS Management Console and open the Amazon Redshift console at https://console.aws.amazon.com/redshift/.

Open the details for your cluster and find and copy the ODBC URL, which contains the connection string. For details, see Amazon Redshift's getting started guide
on how to get your connection string.

Data Connector Settings

Once you have your connection string, you can set up a data connector in Symphony. Set Data Provider to Amazon Redshift.
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+ MNew Data Connector

A data connector lets you connect to your data through a
provider. Once the data connector’s provider is set, it
cannot be changed.

Mame

[Data Connectors Root Folder/Redshift

Select a name...
Data Pravider

Amazon Redshift -

Test connection @ ?

DATA PROVIDER INFORMATION

Enter the information for the selected data pravider. This
will help us connect to your data properly,

Connection String

<ODBC URL=>
i
Password
b Initialization
» Pooling
Select structures el
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Paste the Connection String, and enter the Password if not already included in the connection string.

Additional options such as Search Path for specifying schemas are available by selecting the expandable sections below. You can also select Test connection to
check your connection.

o Note: When using tenant overrides to connect to different databases, expand the Initialization section and select Single Schema to discover and use
database structures without prefixing the original database (schema) name in queries.

For more information, see:

®  Connect to Data and View it on a Dashboard

®  Selecting Structures For Data Connector Discovery

®  Amazon Redshift: search_path
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Connecting to Azure Table / Azure Cosmos DB

This applies to: Managed Dashboards, Managed Reports

This article provides additional details on how you can connect to data stored in Microsoft Azure Table storage or Azure Cosmos DB tables.

When connecting to Azure Cosmos DB, accounts using the Azure Table API are supported.

o Note: To connect to Azure SQL or Azure Synapse, use the Microsoft SQL Server data provider.

Main article: Connect to Data and View it on a Dashboard

Azure Resource

Use the Azure Portal to set up your service resource. You will need either an Azure Storage resource or an Azure Cosmos DB resource set up that Symphony can
access via its network/IP address.

You will need the connection string to access your resource to add a data connector for it in Managed Dashboards.

Azure Storage Tables

When creating an Azure Storage account, choose an account type such as "general purpose" that includes support for table storage. For a walkthrough, see
Create an Azure Storage account.

The connection string is one of the Access Keys for the account, which you can find from the Azure Portal once the resource is set up, and you can copy it to the
clipboard. For details, see Manage storage account access keys.

Azure Cosmos DB

When creating an Azure Cosmos DB account, use the Table API option by choosing Azure Table as the API. A tutorial is available that includes creating an
account.

To connect to your resource, you can navigate to its Connection String settings in the Azure Portal. You can typically choose Read-only Keys and copy your
connection string to the clipboard.
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Replicate data globally

T

Drefault consistency
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¢l3 Private Endpoint Connections
B Connection String

> Add Azure Function

Data Connector Settings

Once you have your connection string as shown above, create a data connector and set Data Provider to Azure Table / Azure Cosmos DB.
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+ New Data Connector

A data connector lets you connect to your data through a
provider. Once the data connector’s provider is set, it
cannot be changed.

Mame

Yaba Crnrardnee et Co
Ligla Lonnectors noot ro

[
]

Select a name.,
Data Provider

Azure Table / Azure Cosmos DB v

Test connection I'Ef ;’

DATA PROVIDER INFORMATION

Enter the information for the zelected data provider. This
will help us connect to your data properly.

Connection String

Account Key

Define structure ‘

Paste or type in your Connection String.

Connection strings copied from the Azure Portal typically already include the Account Key or access key, in which case you can leave this next field blank.
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For more information, see:

®  Connect to Data and View it on a Dashboard
®  Microsoft Docs: Introduction to Azure Cosmos DB: Table API

®  Microsoft Docs: Introduction to Table storage in Azure
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Manage the BigQuery Connector

This applies to: Visual Data Discovery

The Symphony BigQuery connector lets you access the data available in Google BigQuery storage using the Symphony client. The Symphony BigQuery
connector supports the current version of this software as a microservice (SaaS) product.

The Symphony BigQuery connector is a cloud connector that connects to Google BigQuery via the BigQuery API. See Manage Connectors And Connector
Servers for general instructions and Connect To BigQuery In Visual Data Discovery for details specific to the BigQuery connector.

After setting up the connector, create data sources that specify the necessary connection information and identify the data you want to use. See Manage Visual

Data Discovery Data Source Configurations for more information. After you set up your data sources, create dashboards, self service reports, and visuals from the
data in these data sources.

Feature Support

Connector support for specific features is shown in the following table.

Key: Y - Supported; N - Not Supported; N/A - not applicable

Feature ‘ Supported? ‘
Admin-Defined Functions
Box Plots
Custom SQL Queries

Derived Fields (Row-Level Expressions)
Distinct Counts
Fast Distinct Values N/A

<[<[=<[<[=<

Group By Multiple Fields Y
Group By Time Y
Group By UNIX Time Y
Histogram Floating Point Values Y
Histograms Y
Kerberos Authentication N/A
Last Value Y
Live Mode and Playback Y
Multivalued Fields N/A
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Feature ’ Supported? ‘
Nested Fields N/A
Partitions Y
Pushdown Joins for Fusion Data Sources Y
Schemas Y
Text Search N/A
TLS N/A
User Delegation N
Wildcard Filters Y
Wildcard Filters, Case-Insensitive Mode Y
Wildcard Filters, Case-Sensitive Mode Y

Connect to BigQuery in Visual Data Discovery

When connecting to BigQuery, provide the following information:

= Key Path: you have to specify the absolute path to the file that must be available for the connector.

= Public Project IDs.

For more information about these values, refer to Google BigQuery's documentation.

Authorize the BigQuery Connection

To authorize the BigQuery connection, you need to create a security key for it. Before you can create the security key, you must access or create a BigQuery
microservice account.

Create a BigQuery microservice account

1. Login to your Google API Console.

2. Select the required project from the list.

3. Make sure that current account is linked to a billing account. To check this, select the menu (El) icon and then select Billing.

4. Onthe API Manager page, select Credentials:
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5. Onthe Credentials page, select Manage service accounts.

6. On the Service Accounts page, select Create Service Account and specify the following:

Service account name

Role - grant this microservice account role based access to the project. From the list, select the BigQuery category and then select BigQuery Data Viewer and

BigQuery User roles.

Service account ID

Create service account

Swrvice sccount e [

Swnwice sccound D

7. Select Create.

After you have created an account, create a security key for it.

Create a security key
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1. Onthe Service Accounts page, find the required account.
2. From the menu, select Create key.

3. Inthe Create private key dialog, select JSON for the key type and select Create. The local copy of the key is saved on your computer.

For more information, see the following Google resource: BigQuery Introduction to Authentication.

4. Move the file with the key to the server, on which the connector is running.

Connect to BigQuery Using OAuth

To create a BigQuery connection use one of the available authentication methods:

= Key authentication flow requires a security key to be generated at BigQuery and placed to the Symphony instance;

® OAuth 2.0 requires providing OAuth client idand client secrets generated for a user that will serve for data retrieval, such as an integration user.
Users are asked to authenticate via a separate authentication form. Users provide their individual credentials when accessing the data retrieved using this
connection.

If both authentication methods are selected, connection via OAuth will have higher priority over key authentication except for the scheduled overrides setup.

‘ Authentication Flow ‘ ‘

Key Path Absolute path to the key authentication file obtained from BigQuery and placed to Symphony
Key Authentication Instance.
Public Project Ids List of public project IDs that will be queried for the data.
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‘ Authentication Flow ’

OAuth 2.0 Enabled TRUE/FALSE
Billing project ID that will be queried for the data.

. o Note: Optional if keys authentication is used.
Project Id

OAuth 2.0 Important: Mandatory if OAuth 2.0 connection is enabled.

client id: Obtain from BigQuery.

OAuth 2.0 Client Id
See hitps://cloud.google.com/bigquery/docs/authentication/end-user-installed.

client secrets: Obtain from BigQuery.
OAuth 2.0 Client Secrets

See https://cloud.google.com/bigquery/docs/authentication/end-user-installed.

Scheduled Override Options

To maintain Visual Data Discovery's ability to perform scheduled operations such as scheduled dashboard reports, alerts notifications, and more when using
OAuth 2.0 authentication flow, you can setup scheduled overrides with key authentication method by providing a key path.

Additional OAuth 2.0 parameters available for override, however, already have prepopulated BigQuery values and do not require manual editing:

® OAUTHZ2 .AUTHORIZATION URI
® OAUTHZ.TOKEN URI

® OAUTHZ2.SCOPES

o Note: Scheduled source refresh is not available when you use OAuth 2.0 authentication.

To avoid frequent authentication requests for users, Symphony operates with long-lived tokens and preemptively refreshes the tokens when they are close to
expiration.

Important: Users' OAuth sessions are terminated when the OAuth token is revoked, if the connection is deleted, or connection details are modified.
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Connect to Google BigQuery in Managed Dashboards

This applies to: Managed Dashboards, Managed Reports

Google BigQuery is a web service for querying massive datasets that take advantage of Google's cloud infrastructure.

Create a data connector in Symphony to extract data from your Google project via the BigQuery API.

Google BigQuery
Welcome to BigQuery!

Query History Google Bigluery is a web service that lets you do interactive analysis of massive datasets—up to
] billions of rows. Scalable and easy to use, Bigluery lets developers and businesses tap into powerful
Job History data analytics on demand.

To get started, try one of the following options:

Biindas BV B0 - « Read our BigQuery Browser Tool tutorial

» Datazet » Run a query against cur sample data by clicking "Compose Cuery™ .
« Create a new dataset and load some of your own data into a table using the =/ menu on the left

zz= shakespeare

w publicdata:samples
EE2 github nested
sz github_timeline
£2% gsod

=22 natality

si= shakespeare

Setup
Create or Choose a Project

Go to https://console.cloud.google.com/ and sign into your Google account.
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Once signed in, you can create or choose an existing project to use. The current project is often listed at the top of the screen and you can click to see a list of
projects and switch between them or to create a new one.

The cloud resource manager page should also list your projects and allow you create a new one. A project acts as a container in the Google Cloud Platform which
stores information about billing and authorized users and contains BigQuery data.

C." [!-.] ﬂ hitps://console.developers.google.com/cloud-resource-manager

— GD g|E
Manage resources CREATE PROJECT W DELETE

= Filter tree
D Mame D Status Charges Labels Actions
| + B No organisation 0 :
O 8¢ My Project 38466 :

0 RESOURCES PENDING DELETION

Enable the BigQuery API

To check that the BigQuery APl is enabled, select the menu button in the top-left corner, and go to the API & services dashboard.
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= GoogleA 2* My Project 38466

API APIs & Services APls & Services + ENABLE APIS AND SERVICES

3 M
€3 Dashboard

i Library

O Credentials Traffic X
1 s
i OAuth consent screen
s
Domain verification
o Page usage agreements
15
May 17 May 24 May 31 Jun 07
= Filter
Name J+ Requests Errors (%)
BigQuery APl

BigQuery Storage API

Ensure your project is selected as the current project in the top-left corner. You can enable the BigQuery API on this page if not already listed.

Page 99 of 279



ogi=

AMNALYTICS

- Archive of documentation for Logi Symphony v24

Service Account Credentials

Service account credentials are needed to allow Symphony to access your data.

To create or manage service accounts, in the APl Manager, select Credentials in the left navigation. On the right, select Create credentials and select Service
account.

= Google APIs 3o My Project 38466 w Q

API APIs & Services Credentials + CREATE CREDENTIALS W DELETE

APl key

£+  Dashboard !
Create credentials to ac  |dentifies your project using a simple AP key to check quota and access

i Library OAuth client ID
Remembert Requests user consent so that your app can access the user's data.

O~  Credentials .
Service account

Enables server-to-server, app-level authentication using robot accounts

e DAuth consent screen API J{E‘y’s

= Domain verification ] Name Help me choose Raes

Asks a few questions to help you decide which type of credential to use

Se  Page usage agreements No API keys to displa

Enter a name and role for your service account.

When done, add a key for your service account. For example, click to edit the service account, go to the Keys tab if applicable, then select Add Key. Choose a
JSON key type.

When finished, a certificate file should be downloaded. This file will be needed later to set up a data connector in Symphony.
P12 file type

If you require the P12 key type instead of the default JSON, you will require some additional information.

A popup should be displayed showing the password for the private key. Copy and paste this password into Notepad or similar for later use.
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You will also need the service account email address. Copy this from the service account details and paste it with your password.

e IAM & admin Service accounts + CREATE SERVICE ACCOUNT B DELETE SHOW INFO PANEL
+2 AM . . " - "
Service accounts for project "My Project
e dentity & Organization A service acoount represents 3 Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps. of systems running outside Googée. Leam more
"\ Troubleshootes =
= Filter table 2] m
B  Organization policies
D Email Status MName ‘r Description Key 1D Key creation date Actions
|=] Quotas
D o3 myserviceaccount@striped- ] myserviceaccount R ol i Sep 19, 2019
o3  Service accounts symbal-
253419 .iam.gserviceaccount.com
@ Labels

Enable Billing

Billing must be enabled for your Google project in order to load data into the project. If you do not have this set up yet, you can sign up for a free trial from
https://cloud.google.com/bigquery/.

Next, go back to the Google Developers Console for your project. Select the menu button in the top-left corner and then select Billing.

Ensure billing is enabled, and you may need to log out and log back in for the changes to take effect.

Public Datasets
Google provides public datasets which you can copy and query using BigQuery. See https://cloud.google.com/bigquery/sample-tables for more details.

For example, you can create a new dataset in your Google project, and copy tables from a public dataset such as Shakespeare (which is one of the smaller
datasets).
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Google BigQuery

Cluery History

Job History

Dundas Bl BQ
w [Dataset

=2z shakespeare

w publicdata:samples
EiE github nested
s2=  github timeline
22 gsod
E5= natality

Ei2 shakespeare

Table Details: shakespeare

Schema

Schema

word STRING REQUIRED
word_count INTEGER | REQUIRED
corpus STRING REQUIRED

corpus_date INTEGER | REQUIRED

Asingle unique word (where whitespace is the delimi
The number oftimes this word appears in this corpus.
The work from which this word was exfracted.

The year in which this corpus was published.

New Data Connector

In Symphony Managed Dashboards, create a new data connector from the main menu.

Set the Data Provider drop-down to Google BigQuery.

Select Choose File and select the certificate file that you downloaded.
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.t New Data Connector

A data connector lets you connect to your data through a
provider. Once the data connectar’s provider is sef, it
cannot be changed.

Mame

Select a name..
Data Provider

Google BigQuery g

Test connection @ .?

DATA PROVIDER INFORMATION

Enter the information for the selected data provider. This
will help us connect to your data property.

Upload Private Key File (P12 Or JSON)

Billed Project

Catalog Projects

Processing Location

Auto-select (US/EL) v

b Advanced
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If the certificate file is of a P12 file type, you now have to provide the Service Account E-Mail Address and Password For The .P12 File that you copied for later
reference.

Leave the Catalog Projects field blank and select a Billed Project from the drop-down.
Select Submit to create the data connector and begin discovery.

o Note: The Catalog Projects field can be used instead of the billed project to specify free catalogs such as publicdata,gdelt-bq,fh-bigquery (comma
separated). If you specify catalog projects but you also want to include the billed project, you must add the billed project to the Catalog Projects field.

Advanced

Expand the Advanced section for additional options.

Use the option Use Legacy SQL to switch the data connector from using standard SQL to legacy SQL.

N -
¥ Advanced
Use Legacy S0L
Allow Large Results
Dataset For Lange Results
_dundaz_temp

Use the option Allow Large Results to avoid data connector errors such as Response too large to return. To use this option, you have to create a dataset for
storing large results on the Google Cloud Platform.

o Note: Check the option to Expire new tables in one day when creating a dataset in the Google Cloud Platform.
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This article provides additional details on connecting to an Exasol database.

Main article: Connect to Data and View it on a Dashboard

Drivers

Drivers for Exasol are included with Symphony.

Data Connector Settings

Create a new data connector and set Data Provider drop-down to Exasol Database.
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A data connector lets you connect to your data through a
provider. Once the data connector's provider is saved, it

cannot be changed.

Mame
Data Connectors Root Folder/Exaso
Select a name.

Data Provider

Exasol Database

Test connection

DATA PROVIDER INFORMATION

Enter the information for the selected data provider. This

will help us connect to your data property.

Server

Uzer Mame

Paszsword

Schemas

P Advanced
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Enter the Server name or address and the required User Name and Password credentials. Other connection information such as the port number can be
customized by expanding the Advanced section.

Enter one or more Schemas (separated by commas) to connect to them rather than the user's schema.
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Connecting to Excel

This applies to: Managed Dashboards, Managed Reports

This article shows you how to connect to Microsoft Excel (XLS/XLSX/XLSM) files by creating a data connector. This is usually for connecting to an Excel file that
exists on your network or the internet rather than importing the data directly into Symphony.

Drag and drop an Excel file

The easiest way to work with an Excel file is to drag it from Windows Explorer or Finder and drop it directly into Symphony. This will automatically import the Excel
data to Symphony and create a corresponding data connector.

See Drag and Drop an Excel File for more details.

Connect to an Excel File

You can Manually create a data connector for an Excel file with two sheets of data.
To begin, go to the main menu, select New, and then select Data Connector.
In the New Data Connector dialog, select inside the Name box and enter a name for your data connector.

Select the Data Provider drop-down and choose Microsoft Excel.
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+ Mew Data Connector

A data connector lets you connect to your data
through a provider, Once the data connector's provider
is set, it cannot be changed.

Mame

elect a name

Data Provider

Microsoft Excel v

: e
Test connection .’

DATA PROVIDER INFORMATION

Next, specify the Excel file using one of two options:

= Select Choose File or Browse and use the file selector to select an Excel file to import into Symphony. Note that changes to the original file afterward will not
be reflected in Symphony unless you edit this data connector later and upload the updated file in its place.

® Or, use the File Path option to specify a web or network address to access the file (a URL or a UNC path). A UNC path example is
IServer1\Shared\Latest.xIsx. Changes to the data in this file will be reflected in Symphony afterward.
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: ;B
Test connection v f

DATA PROVIDER INFORMATION

Enter the information for the selected data provider, This
will help us connect to your data properly,

Authentication
Server Windows credentials v

Upload Mew File
Choose File |N|:| file chosen

File Path

Waerverl\Shared' Latest.xlsx

F Advanced

Define structure fc!

o Note: An imported file will be automatically warehoused after the first use to improve performance.

When using a UNC path, use the Authentication drop-down to choose the authentication method used to connect to the file. For example, set it to Specified
Windows credentials and enter your domain, username, and password on Windows.

Expand the Advanced section for some additional options, such as:

" |fthe first line of your Excel sheets does not contain header text, clear First Row Is Header.

= |f you do not want columns with a mixture of text and numbers to be interpreted as text, clear Treat Mixed Types As Text.
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® |f your data is culture-specific, select the Culture Name from the drop-down. This will enable Symphony to convert the data to the proper format for each
culture.

~ Advanced

First Row |s Header

Treat Mixed Types As Text
Culture Mame

Invariant Language (Invariant Country) ~

N

Use Microsoft Access Database Engine

The Define structure option lets you add additional tables or sheets to list under the Excel data connector, and edit column details such as its data type in case
these were not discovered automatically. It is recommended to first submit the new data connector dialog and let the auto-discovery run when creating a data
connector, and then you can go back to edit it if necessary.

When finished, select Submit at the bottom of the dialog.

When choosing data in a metric set or dragging data from Explore onto a dashboard canvas, you can now find and expand the newly added data connector to see
its discovered sheets and tables. For example, choose a column of data to start with, or you can drag an entire sheet onto a dashboard canvas to see its data
displayed in a table visualization (in Raw Data format).
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: 4 1 My Project
% A Data Connectors
] Shared
O 'E 0 P P Excel
Continent Country Date Sales Amount e 4 Sales by Cotntoy aed Tirve
Europe France  2009-07-08 12:00:00 AM £3,39099 = % IZ [Sheeti$]
Europe France  2009-07-18 12:00:00 AM $3,578.27 [ 1] i Continent
Europe France  2009-07-21 12:00:00 AM $7,156.54 % i Country
Europe France  2000-07-28 12:00:00 AM $357827 {11 Date
Europe France  2009-07-29 12:00:00 &AM $7,156.54 E iif Sales Amcunt
Europe France  2009-07-30 12:00:00 AM 189910 E I= [Table?]
rjEurope France  2000-07-31 12:00:00 AM $3.,578.27 o & b [ Data Cubes
Europe France  2009-08-02 12:00:00 AM $3,578.27 » p [ Hierarchies
Europe France  2009-08-03 12:00:00 AM £3.37499 I E*'é Time Dimensions
Europe France  2009-08-06 12:00:00 AM $3.374.99 p E Metric Sets
Europe France  2009-08-07 12:00:00 AM $699.10 p E Dashboards
Europe France  2000-08-08 12:00:00 AM $£357827 B Reports
Europe  France  2009-08-09 12:00:00 AM $3.578.27 Caiazili
Furope  France  2008-08-31 12:00:00 AM 3,578.27 [l Small Multiples
m 1 O ] Slideshows
b FA lmonee

Define Tables and Columns

After the initial creation and discovery of the Excel data connector, you can redefine properties of the tables and columns as needed.

First, go to Explore or the main menu and locate the Excel data connector. Right-click (or long tap) the data connector and choose Edit.

In the data connector dialog, scroll down and select Define structure.

Page 112 of 279



L
1=
I
MALYTICS

- Archive of documentation for Logi Symphony v24

9&: Define Data Structure

A data stnucture lets you define exactly how the expected
structure for 3 data connector will be. This applies to many
tzbular providers, such as web services, whers the
structure can't be automatically detected.

TABLES
I T
[Sheet2§] o
[Sheet1$] 1
&dd Tsble +|
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In the Define Data Structure dialog, select a table (which corresponds to an Excel sheet) and then scroll down to see its discovered columns and tables. The
columns and tables are discovered on-demand so if you don't see any listed, select Re-discover table.
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TABLES

.m

[Sheet1%]

Add table e

TAELE DETAILS

Mame

[Shest2i]

Descrniption

Range Type
Worksheet v

Waorksheet
Shest?

Re-discover table O'
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Select a column or table and then set the details for the column as needed.
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COLUMNS

. Name Type
City String
Longitude Double
Latitude Double
Population Int32
Sales Currency

COLUMN DETAILS

Primary Key

Lata lype

Currency bt
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Read Multiple Files

To read data from multiple files located in the same folder together, specify the path using a wildcard character as a filename. The matching Excel files in the folder
should contain the same table structure and sheet name, and their data will be combined into one data connector.

For example, the folder below contains 2 Excel files with the same structure:

| |+ ¥ | Excel

Haome Share View

1 # Cut “
=l v Copy path ’ N
Pinto Quick Copy Paste . Move Copy Delete Renar
access |#] Paste shortout to to -
Clipboard Organise

— =2 v 4 » Metwork * Serverl » Shared » Excel

st

Mame

!@ Sales 1.xlsx

!@ Sales 2.xlsx

In the File Path, specify the path using an asterisk (*) as a wildcard character in the filename:
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Authenhication

Server Windows credentials >

Upload New File
Choose File |N|:| file chosen

File Fath

| Waerverl\Shared Excel\5ales™ xl 5)L|

e Al nd

The data from multiple files is then combined into a single set of sheets/tables and columns for you to work with.

A File Name column is included in the structure of the resulting tables, and you can choose whether to include or exclude this in your metric sets:
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[EE}

m 4 | My Project

‘File Mame Location Sales A Data Connectors
ViserverTisharedhexcel\Sales T.xlsx  Beijing 5,000.00 _ﬂ Shared
L ]
Califomnia  5,500.00 4 * Excel
Ontaric  3,000.00 4 = [Sheetls]
Quebec  2,500.00 11 Location
Shanghai  1,500.00 Ik
iii ‘File M
Texas £,000.00 R Eih SO
- b iii 'File Created Time
(Al 2350000
) b il 'File Modified Time
Yservertshared\excel\Sales 2xdsx  Beijing 3,500.00 .
p [ Data Cubes
California  £,300.00 Z
P [ Hierarchies
Marita 8,000.00 e
F ¥ Time Dimensions
Cntario 0 500,00 -
b [0 Metric Sets
Clushec 1,800.00 -
P ] Dashboards
Shanghai 240000 =
e El Reports
Texas 4 500.00 S corecards
i 3000/ B Small Multiples
(Al 3900000 _D Slideshows
Grand Total 62 500.00 b images
b [ Maps
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Excel Connection Issues

This applies to: Managed Dashboards, Managed Reports

Issue: Error Occurs When Connecting to Excel File

Symptoms:

®  Unable to discover table structure.

B EXPLORE

b LAYERS

4 o My Project
4 Data Connectors
b * AdventureWorks
®* Excel Sales
[ cube Perspectives
[[] Data Cubes
"~ Hierarchies

P 74 Time Dimensions

® You get the error below when you drag and drop the excel file on the dashboard: Make sure that you have 64-bit 'Microsoft Access Database Engine 2010’

installed.

Make sure that you have 64-bit "Microsoft Access Database anmv 2010 installed. If you

prefer to use 32-bit engine, please configure your IIS to run in 32-bit mode.

Techrical Details

Resolution:

Page 121 of 279



ogi:

ANALYTICS

- Archive of documentation for Logi Symphony v24

1. Install the 64-bit Microsoft Access Database Engine 2010 on the server. This can also be installed automatically in the prerequisites screen when deploying an
instance.
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Converting a String to Date/Time Data Type

This applies to: Managed Dashboards, Managed Reports

This article shows you how to change the data type of a column to Date/Time in an Excel or flat file data connector. With a date/time data type, you can use a time
dimension, customize the format, and more.

Connect to a Flat File or Excel File

To import a flat file or an Excel file, follow the steps in Drag and Drop an Excel File. You can also choose to create a data connector yourself for an Excel file or flat
file instead.

After creating the data connector, you can drag a sheet or table onto a metric set or dashboard to view it.
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In the example above, the date column was actually entered into Excel as a number containing a year, month, and day, so a column of numbers was imported into
Symphony. It is also common for a column of dates to be entered as text in Excel and imported into Symphony as text (the String data type), which can't be

reformatted or used with a time dimension.

Setting Up the Date/Time Data Type

As an alternative to converting the values into dates in Excel, the data connector allows you to customize the structure of the imported data including each
column's data type.
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Right-click the data connector created for the Excel file and select Edit.

4 ‘!-‘ Voter Turnout with Datel
B i Voter’ # Edit L\)
e L!; Vater Tu
[0 Cube Persg

) Re-Discover

Hic Rename
[7] Data Cube: -

Delete

Hierarchies
4 Time Dime = Checkln
s
wy Metric Sets ¥ Cut
K] Dashboard g Copy
B2 Reports Bicte
Scorecards

¢ Properties

[C] Slideshows

Select Define structure near the bottom of the dialog.

Defining a custom structure is
available for tabular data providers

where the structure may need to be
manually defined.

Define Structure L\x’ >

Select the table name or sheet with the column you want to edit.

TABLES

Voter Tumout with Date

Page 125 of 279



ogi=

AMNMALYTICS

- Archive of documentation for Logi Symphony v24

Select the column you want to edit. If the columns are not shown, select Re-discover table.

COLUMNS

Value

Category

.m
Diate

[

Under the selected column, set Data Type to Date/Time.

COLUMN DETAILS

Primary key

Skirredd

String
Double
Currency
Decimal
Boolean
Binary
GUID
Date/Time
Byte

MNone

l

Double
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Once the data type has been selected, the Date Format field appears, where you can enter the format that matches the dates in your column so that each of its
components (e.g., year, month, and day) are imported correctly. This format can be set the same way as formats elsewhere in Symphony, including time

dimensions.

Data Format

M f'-.-’lclcl|

Select the submit button at the bottom of the dialog to save the changed information.

This converts the data into a date format, which allows you to use time dimensions, customize the format, and more.

Date

e —
-.'5_-".-;'_1.-'__'.

07/01/2011 0

09/01/2011 0
AT

10/01/2011

01/01/2011 000000

02/01/2011 00:00:00

03/01/2011 00:00:00

04/01,/2011 00:00:00

m

06/01,/2011 00:00:00

m

LrEVL L W

08/01/2011 00:00:0C

(]

[

11/01/2011 00:00:00

i
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Manage File Uploads

Jump to: Connecting to Flat Files in Managed Dashboards.
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This applies to: Visual Data Discovery

Symphony can visualize data from file uploads including CSV, JSON, and TSV files.

®  The maximum supported file size is 500 MB
® Data from the file upload is stored in a PostgreSQL database

® When you upload a flat data file, the first 1,000 records are used to determine if fields are imported as NUMBER or INTEGER.

o |If there are no decimal number records in the first 1,000 records, the numeric fields are imported as INTEGER instead of NUMBER: any decimal number
records after row 1,000 may not upload fully.

° To ensure all records are imported, sort your data to ensure decimal numbers are included in the first 1,000 records.

Before you can establish a connection from Symphony to your file uploads storage, a connector server needs to be installed and configured. See Manage
Connectors And Connector Servers for general instructions.

After the connector has been set up, create a data source configuration and upload your file or files to that source. See:

®  Define A SourceDefine A Visual Data Discovery Source

Upload A New File In Visual Data Discovery

®  Edit An Existing File In Visual Data Discovery

Delete a File

API Endpoints

Upload a New File in Visual Data Discovery

1. Log in as a user with the Administer Sources or Create New Data Sources privilege.

2. Create or edit an existing data source.
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3. Select Add to add a new data entity, then select From File.

~ Data Entity Definition  Unsaved
Data Entities Add  pata Entity Details Cancel | Apply
Third Party Sales Data Entity Name® Third Party Sales
JV Sales
Select File* Select file - Upload New File
Add more Entities Available Fields Preview APl Endpoints  Edit File

to be able tc

No Fields Available No Preview Available

4. Add a unique Data Entity Name, then select Upload New File. The File Upload work area opens.
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File Upload

File Details Preview

Display Name®

Joint Vienture Sales

Description

Data Details

Choose File*
joint-venture-final-Q 2-2023 csv Browse
Single Quote Char, Field Delimiter

No. of records to display

10

Column Headers in first row

3
m
o

Upload Settings
NOTE: These are what the upload settings are
Use Only File Structure

Disable Integer to Time Auto Detection

5. Enter File Details, such as a unique Display Name, and optional Description.
6. Use the Browse button to select a file to upload.

7. After you have selected a file, Symphony may autofill the Single Quote Char. and Field Delimiter fields. Adjust if needed.
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8. If needed, change the No. of records to display from 10 to up to 1,000 records.
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9. Enable or disable the checkbox Column Headers in first row to match your file layout. If no column headers are in your data, Symphony assigns numerical

column headings, field_1, field_2, and so on.

10. Optionally, select Preview to preview your data.

11. Enable the checkbox Use Only File Structure to create the file using only the existing file structure, no data.

12. Enable the checkbox Disable Integer to Time Auto Detection to prevent auto detection of time fields.

13. Select Save to close the File Upload work area and continue creating or updating your data entity for this source.

Edit an Existing File in Visual Data Discovery

1. Log in as a user with the Administer Sources or Create New Data Sources privilege.

2. Edit an existing data source.

~ Data Entity Definition

Data Entities Add | pata Entity Details
Third Party Sales Data Entity Name*® Third Party Sales
Joint Venture Sales
Select File® Joint Venture Sales
Add more Entities Available Fields
Select All

__d_gte_lnser‘ted

-

Upload New File

Preview

id

302811

302812

code

AD-02

AD-03

Cancel  Apply

APl Endpoints Edit File

local_code

3. Select the data entity with the file you want to edit, then select Edit File. The File Upload work area opens.
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4. Browse for a new file.

If you are replacing the existing file, your new file must use the same data file structure as the existing file. Enable the Replace checkbox in Upload Settings:
previous data is replaced.

If you are adding data to the existing file, your new file must use the same data file structure as the existing file. Disable the Replace checkbox in Upload
Settings: previous data is appended with new rows of data.
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File Upload

File Details

Display Name*

Joint Venture Sales

Description

=

Add description (500 characte

Data Details
Choose File*
Choose file...

Single Quote Char.

No. of records to display

10

Max. 1.000 records allowed

Upload Settings

Replace

Preview

Current Data

id

302811

S max.)

302812

302813

302814

Browse 302815

Field Delimiter

302816

302817

302818

302819

Preview

code

AD-02

AD-03

AD-04

AD-05

AD-06

AD-O7

AD-08

AD-U-A

AE-A

local_code

Al

name

Canillo Parish

Encamp Parish

La Massana Far..

Ordino Parish

Sant Julia de Lé..

Andorra la Vella..

Escaldes-Engor...

(unassigned)

Aiman Emirate
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5. Select Preview to preview your data.

i. The Current Data tab shows the data of your existing file.
ii. The New Data shows the replaced or amended data preview.

6. Select Save to Save your changes or Cancel to discard your changes. The File Upload work area closes.

Delete a File

If you have the privilege to manage file uploads, you can delete uploaded files as needed. Select the trash can icon next to the file name in the Select File
dropdown.

Entity Details
Entity Name" Untitled Entity
Select File™ Test AB v Upload New File
Available Fields - Preview
airport data |
Test AB ﬁ id ident
G Select All w5
v weatherradars... [[J 6573 00A
:d..a‘te_inserted L
- l 323361 Q0AA
== continent

APl Endpoints

1. Login as a user with the Administer Sources or Create New Data Sources privilege.

2. Edit an existing data source.
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~ Data Entity Definition
Data Entities Add | pata Entity Details Cancel  Apply
Third Party Sales e Data Entity Name* Third Party Sales
Joint Venture Sales
Select File* Joint Venture Sales v Upload New File
Add more Entitie Available Fields Preview API Endpoints || Edit File
to be able to create Joins
Q search id code local_code
b Select All
- 302811 AD-02 2
date_inserted
" o
& 302812 AD-03 3

Select the data entity with the file you want to edit, then select APl Endpoints. The API Endpoints dialog box opens.

The dialog offers convenient example cURL requests but the APIs can be leveraged from your preferred development platform.

Copy and modify the example cURL requests to include your own Symphony credentials, replacing the placeholders for username and password. Select
Close to close the dialog.
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APl Endpoints
Append additional data to file upload

Request Body multipart/form-data »

curl -v --user usermame:password "http://127.0.0.1/composer/api/uploads/62a3831 Copy to Clipboard |
a' X POSTY,
-H 'Content-Type: multipart/form-data',
-F "fileData=@data.csv" Y,
-F "delimiter="\,
-F "includesHeader=true" —insecure

Replace data in file upload
Request Body multipartform-data =

curl -v --user username:password "http://127.0.0.1/composer/api/uploads/62a3831bdaalf32zyxDedfad/dat i
a'-APUTY

-H 'Content-Type: multipart/form-data'),

-F "fileData=@data.csv" \,

-F "delimiter="1\

-F "includesHeader=true" —insecure

Delete data from file upload
Request Body

curl -v —-user username:password "http://127.0.0.1/composer/api/uploads/62a3831bdaa0f32zyx0e4f04/dat |
a'-X DELETE",

Cloze
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Work with the Upload API

There are two operations that can be performed using the Upload API: appending additional data and clearing previously uploaded data. The source creation page

offers convenient example cURL requests but the APIs can be leveraged from your preferred development platform. Select API Endpoints on the source creation
tab to edit your data.
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Modify the example cURL requests to include your own Symphony credentials, replacing the placeholders for username and password.

curl -v —--user <username>:<password> <YourServer>

Example: Append Data

In the following example, the Upload API accepts an array of JSON objects. Note that the object field types must match those used to create the Upload API
source originally. For example, if the value of the price field is a number, you can not upload new rows in which the value of the price field is a string.

curl -v --user <username>:<password> 'https://<Your Composer Server>/ composer/api/upload/<YourDataSourceId>' -X POST -H

"Content-Type: application/vnd.composer.v3+json" -d '[{"price":100.5,"venue id":"V678","venue name": "Pizza Barn"}]' --
insecure

Example: Clear Previously Uploaded Data

In the example below, the Upload API will clear all previously uploaded data from the data source with the ID of <YourDataSourceId>.
curl -v --user <username>:<password> 'https://<Your Symphony Server>/ api/upload/<YourDataSourceId>' -X DELETE --insecure

Feature Support

File upload support for specific features is shown in the following table.

Key: Y - Supported; N - Not Supported; N/A - not applicable

Feature ‘ Supported? ‘
Admin-Defined Functions Y
Box Plots Y
Custom SQL Queries Y
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Feature ’ Supported? ‘
Derived Fields (Row-Level Expressions) Y
Distinct Counts Y
Fast Distinct Values N/A
Group By Multiple Fields Y
Group By Time Y
Group By UNIX Time Y
Histogram Floating Point Values Y
Histograms Y
Kerberos Authentication N
Last Value Y
Live Mode and Playback Y
Multivalued Fields N/A
Nested Fields N/A
Partitions N
Pushdown Joins for Fusion Data Sources Y
Schemas Y
Text Search N/A
TLS Y
User Delegation N
Wildcard Filters Y
Wildcard Filters, Case-Insensitive Mode Y
Wildcard Filters, Case-Sensitive Mode Y

Connecting to Flat Files in Managed Dashboards

This applies to: Managed Dashboards, Managed Reports

Drag and Drop a Flat File

Just like with Excel files, you can drag a CSV or other text file from Windows Explorer or Finder and drop it onto the Symphony Explore window or the dashboard
canvas.
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4 |7 Project3

Data Connectors

B ExPLORE

b [0 Cube Perspectives
-ﬂ Data Cubes

1
.
T

=5 Hierarchies
b 4 Time Dimensions
o Metric Sets

E’] Dashboards

= LAYERS

EEl Reports
Scorecards

_D Shideshows
Images

ES

# PROPERTI
w w w w w

Ed Maps
%, ] Diagrams
Styles
-] Themes

[+ Copy |

Organize = M:| Open = Print

I Favorites
Bl Desktop
4 Downloads

:
=l Recent Places

4 Libraries
| Decuments
J‘* Music
[=] Pictures
B videos

Lo Computer
£, Local Disk (C3)

G'ﬂ Metwork

Burn Mew folder
Mame

Type

File folder

| | stockdata.bd

Text Document

This will automatically import the flat file data to Symphony and create a corresponding data connector.
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= F Project3
w- s
g 4 g Data Connectors
x -
- = - = 1 Shared
. m
Date Close Volume Open Low High V] '}, stockdata
= = 4 (3, stockdata
2006-01-03 82.06 11 715,200.00 8245 80.81 82.55
Date
20:06-01-04 81.45 8 837, 800.00 82.20 81.33 82.50 = i1 Close
o
> i Volume
2006-01-05 82.50 7.213,500.00 8140 81.00 82.90 3 L
" bt
2006-01-06 84.95 8197 300.00 83.05 8341 85.03 il Low
i [ ot = | i : "'g"‘
1 2006-01-09 83.73 6,857 800.00 83.90 83.38 84.25 . -
i P[] Cube Perspectives
=
2006-01-10 84.07 5,701,000.00 83.15 83.12 84,12 5 p [ Data Cubes
[
o 3
3 e e s g Z : 55 —~| Hierarchies
2006-01-11 8417 5,776,400.00 84.37 83.40 B4.81
~ P Fid Time Dimensions
2006-01-12 83.57 4924 100,00 83.82 8340 83.96 b betic Sets
- S - ] Dashboards
2006-01-13 83.17 6,921,700.00 53.00 82.50 8345 2
El Reports
2006-01-17 83.00 8,758,200.00 82.80 82,54 83.15 = -
[ : . 0 Scorecards
| 1 ] P2 0

Connectto a CSV File

As an alternative to dragging and dropping as shown above, the following walkthrough shows you how to manually create a data connector for a text file which
contains comma-delimited stock price data.

Date,Close,Volume, Open, Low, High
2006-01-03,82.06,11715200,82.45,80.81,82.55
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2006-01-04,81.95,9837800,82.2,81.33,82.5
2006-01-05,82.5,7213500,81.4,80.999,82.9
2006-01-06,84.95,8197300,83.95,83.41,85.03
2006-01-09,83.73,6857800,83.9,83.38,84.25
2006-01-10,84.07,5701000,83.15,83.12,84.12
2006-01-11,84.17,5776400,84.37,83.4,84.81
2006-01-12,83.57,4924100,83.82,83.4,83.96
2006-01-13,83.17,6921700,83,82.5,83.45

To begin, go to the main menu, select New, and then select Data Connector.
In the New Data Connector dialog, click inside the Name box, and enter a name for your data connector.

Select the Data Provider drop-down and choose Flat Files.
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5

+ Mew Data Connector

A data connector lets you connect to your data through a
provider. Once the data connector’s provider is set, it
cannot be changed.

Mame

Data Connectors Root Folder/stockdata

Select a name..
Data Provider

Flat Files -

Test connection @ ?

DATA PROVIDER INFORMATION

Enter the information for the selected data provider, This
will help us connect to your data properly.

Authentication

Server Windows credentials g

Upload New File
Choose File | Mo file chosen

Text File

First Line ls Header

P Advanced

Diafina ctructure #
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Next, specify the CSV file using one of two options:

®  Select Choose File and use the file selector to select the CSV file to be imported. Note that changes to the original file will no longer affect the generated data
connector.

® Or, use the Text File field to specify the full network path or web address to the file (e.g., \lserverishared\stockdata.csv). Note that changes to the original file
will affect the data once the data connector gets refreshed. Use the Authentication setting above to change how Symphony should access the file if access is
restricted.

Authentication
Server Windows credentials v
Upload Mew File
| Choose File | No file chosen
Text File

Weerverhsharedstockdata.csv

For CSV files, the first line of data often contains the header text values. In this case, make sure the First Line Is Header option is checked.
If your data values are not surrounded by quotation marks, click to expand the Advanced section and clear Fields Are Enclosed In Quotes.

The Define Structure option lets you define the table and column names and data types, but it is recommended to just select Submit at the bottom of the dialog
and let the auto-discovery run first. You can then go back and edit the discovered columns if needed.

Go to Explore and locate the newly added data connector. Expand it to see the CSV file and its discovered columns. Drag the file to the dashboard canvas to see
its values displayed in a table visualization (in Raw Data format).
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Data Binding Panel
£ =
Edit Bindings
MetricSetl

8 MEASURES

Close

click to-add, or drop a measure
& rows

Date rd

click 1o add, or drop a hierarchy

" SLICERS
dlick to add, or drop a hierarchy

w]| COLUMNS

Volume

2006-01-03 8206 1171520000 8245 8081 8255
2006-01-04 8195 083780000 8220 8133 8250
2006-01-05 8250 721350000 8140 8100 8290
2006-01-06 8495  B19730000 8395 8341 8503
0 006-01-08 8373  6857,80000 8300 8338 8405
2006-01-10 8407 570100000 8315 8312 8412
2006-01-11 8417 577640000 8437 8340 8481
2006-01-12 8357 492410000 8382 8340 8396
2006-01-12 8317 692170000 8300 8250 8345
L 20060117 8300 875820000 8280 8254 8316

B EXPLORE

i

'm|

= LAYERS

ES

4 PROPERTI:

|

| Project3
] Data Connectors
P 1 Shared
4 %* DataConnectorl
4 T stockdata
iii Date
iti Close
it Volume
iii Open
il Low
il High
P [ Cube Perspectives
p [ Data Cubes
F= Hierarchies
b F4 Time Dimensions
b [ Metric Sets
E] Dashboards
5| Reports
Scorecards

] Shdeshows

o Note: An imported file will be automatically warehoused after the first use to improve performance.

Define Columns

Symphony can automatically discover the structure of the file, as well as details such as the delimiter character and culture code page when the data connector is
first created. Afterwards, you can redefine these settings as needed.
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First, locate the flat file data connector from the main menu or from the Explore window. Right-click (or long tap) on the data connector and select Edit from the
context menu.

The Character Used As Delimiter is auto-detected by default, but you can change it if necessary. If your text file is delimited by Tab characters, just click inside
the box, delete any existing character, and then type the Tab key, or right-click and choose the tab option.

In the Edit Data Connector dialog, scroll down and select Define structure.
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ﬁi‘:- Define Data Structure

A data structure lets you define exactly how the expected
structure for a data connector will be, This applies to many
tabular providers, such as web services, where the
structure can't be automatically detected.

TABLES

B I
stockdata ﬁf

i Add table '|_' |

In the Define Data Structure dialog, select the table and then scroll down to see the discovered columns. The columns are discovered on-demand so if you don't

see any listed, select Re-discover table.
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Select a column and then set the details for the column as needed. For example, date/time columns are discovered as string columns so you'll want to change the
data type to Date/Time.
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Close

Open

Low

High

Add Column

Volume

COLUMN DETAILS

Primary Key

Description

Data Type

Date/Time

5tring
M= = la
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Read Multiple Files

Symphony can read multiple files under the same folder. To do this, specify the path using a wildcard character as a filename. Files with the same structure will be
loaded simultaneously.

For example, the folder below contains 2 CSV files with the same structure:

Work » exceldata » MultipleFiles

re with = Burn Mew folder

Mame

!3 . i';ﬂ}.r;"':;aulesl.cw
B=] MySales2.csv
!ij'" Sales] xlsx
B Sales2.xdlsx

In the Text File field, specify the path using a wildcard character to represent the part of the filename that changes. For example, \lserveriishared\*.csv.

The data from all files will be included together, and File Name is one of the columns you can access:
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'File Name Location Sales =
9
&
Grand Total 62,500.00 &
o 4 (2| My Project
4 DA\World\exceldata\MultipleFiles\My5alesl.csv (Al 23,500.00 4 B3 Data Connectors
Beijing 5,000.00 £ Shared
Data Analysis Panel - Metric Set » 4 "* CSVFiles
Califomia 5,500.00 g 4 IE MySalesl
.f‘ = = _
Edit Visualization intinn 3,000.00 i 11 Location
. " iii Sales
Metric Setl T ;
i MEASURES o — .
Shanghai 1500.00 P 111 'File Created Time
g - v . wl
/Y = B Qi ‘File Modified Time
click to add, or drop a measure Texas 6,000.00 % [ 3 _m Cube Perspectives
&
L oo =
. 4 D:\Work\exceldata\MultipleFiles\MySales2.csv  (All) 39,000.00 ~ b [0 Data Cubes

7 Hierarchies
s : Beijing 3,500.00 i

LY p 4 Time Dimensions
click to add, or drop a hierarchy Califomia 5,3C‘D.UC‘ b :._’: Metric Sets
4 SlICERS b [ Dashboards
# Marit . =
arita 8,000.00 B Reports
click to add, or drop a hierarchy =
Ontario 9,500.00 [ 2 Scorecards

=] COLUMMNS =
[ Slideshows
click to add, or drop 2 hierarchy Quebec 1,800.00

[ 2 Images

For more information, see:

® Drag and Drop an Excel File

®  Connecting to Excel
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®  Connect to Data and View it on a Dashboard

® Flat File Connection Issues
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Flat File Connection Issues

This applies to: Managed Dashboards, Managed Reports

Issue: 404 Not Found Error Occurs When Drag and Drop Flat File

Symptoms:
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= You get a 404 Not Found error when drag and drop a CSV or text or Excel file from Windows Explorer to the Explore window.
= You get a 404 Not Found error when you manually create a data connector using the Flat File provider option and then go to select the flat file (CSV or other).

Resolution:

This problem may occur if your flat file exceeds the default upload file size limit which is around 500 MB. You can increase this limit by editing the following file from
your Symphony website:

www\BIWebsite\Upload\Web.config

Increase the maxAllowedContentLength value which is measured in bytes. The maximum value you can enter is 4294967295.
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Connecting to Generic Web Data Sources

This applies to: Managed Dashboards, Managed Reports

This article describes how you can use the Generic Web data provider to connect to various online data sources such as web applications and sites offering REST
API services.

Set Up the Data Connector

Create a new data connector and set the Data Provider drop-down to Generic Web.
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Fill in the URL setting to the address of the online data source, or the URL to an API method you want to access.
The User Name and Secret fields are optional. You can set these and access their values in script if needed rather than writing them directly in the script.

Enter at least a Get Page Script. Depending on your data source, different script written in DundasScript may be required to authenticate and access the data, and
you can find several samples in the examples section below. Your script has access to the following objects:

®  connection— defines connection information in the Connection Script and creates a request in the Get Page Script.
®  parameters — defines optional parameters you can expose to users of the data connector and refer to in your script.

®  session— the current logon session of the user when the script runs.
And these classes in addition to the ones you can access in any DundasScript:

®  ConversionHelper — helper methods for converting and manipulating request and response data.
®  HttpUtility — provides methods for encoding and decoding URLs when processing Web requests.
® Request —executes HTTP requests to an online service.

® Response — the response returned by a request.

Connection Script

You can enter a Connection Script if connections to your data source require an authorization header, or if you want to set up any initial values to use later in the
Get Page Script. This script is otherwise optional.

Connection Properties

Your script can access the connection object, which has the following properties. The first two can optionally be customized, and all properties can be read later
from your Get Page Script:

Property ‘ Type ’ Description ‘
Authorization string Gets or sets the Authorization header value.
- . . Gets a dictionary that can be used to store any information which is needed for subsequent
Data IDictionary<string,object> . . )
requests using this connection.
Secret string Gets the value of the Secret setting of the data connector.
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Property ‘ Type ’ Description ‘
. - . . Gets all of the data connector's setting values (including any without dedicated properties
Settings IDictionary<Guid,object> already listed) keyed by data connector property ID.
url string Gets the URL setting of the data connector.
UserName string Gets the User Name setting of the data connector.

Get Page Script

The Get Page Script is required but can be very simple if it returns all of its data at once, or more complicated when needed to retrieve a large amount of data in
separate requests as 'pages’' containing portions of the complete result.

This script must return a Response object you received to a Request made to your data source or service.

CreateRequest Method

First, call the connection.CreateRequest method on the connection object to get a Request populated with whatever information you provided so far.

CreateRequest ()

Returns Description
Returns: Request An object that will send an HTTP request using the connection information.
Example:
var request = connection.CreateRequest();
// or
var request = new Request(); // blank request - needs properties set

Alternatively, you can create a new blank Request as shown in the last line above, and then populate its properties yourself.

Request Properties

The Request type object has the following properties, which can be customized as needed:

Property Description

IDictionary<string,string> Gets a dictionary defining the HTTP request headers to be sent to the request URI. By default
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Property ‘ Type ’ Description ‘
this contains an Authorization header if it was set on the connection object.
Uri string Gets or sets the URI (URL) where the request will be sent.
Gets or sets the maximum number of seconds to allow for receiving the response before
TimeoutSeconds int canceling the request.
Default: 700

Call one of the following two methods to get a Response depending on which type of HTTP request to send.

ExecuteGet Method

The Request.ExecuteGet method performs an HTTP GET method request (the most common type of web request).

ExecuteGet ()

Returns Description

The response to the HTTP GET request that was sent. (Your script will wait for the response

Returns: Response before it continues.)
Example:

var response = request.ExecuteGet();
ExecutePost Method
The Request.ExecutePost method performs an HTTP POST method request, if the API method you are calling is a POST method.

ExecutePost (string body, string encoding = "utf-8", string mediaType = "text/plain")

Parameter ‘ Type ‘ Description ‘

body string The body of the request that the POST method you are calling is expecting as data.

(optional) The name of a specific text encoding to use in the request body.
encoding string
Default: utf-8
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Parameter ‘ Type ’ Description
mediaType string (optional) The media type of the request body. Default: text/plain
The response to the HTTP POST request that was sent. (Your script will wait for the response
Returns: Response . .
before it continues.)
Example:
var body = Q" [
{
""objectId"":""dela699b-793a-45ee-bdf2-fbab59%9edfed6o"",
""clientData"":""" + Guid.NewGuid() + @"""
}
"
var response = request.ExecutePost (body, "utf-8", "application/json");

o Note: The example above is defining JSON using a verbatim string literal so that it can span multiple lines. These string literals use pairs of quotation
marks (quote escape sequence) to insert a literal quotation mark into the JSON.

Response Properties

Once you have the Response type object, you can optionally read or customize its properties as follows before returning it:

Property ‘ Type ’ Description ‘
Content string Gets or sets the response content. Default: the body of the response returned for your request.
Headers IDictionary<string,string> Gets a dictionary defining the HTTP response headers returned in response to your request.
IsLastPage bool Gets or sets a true/false value indicating whether this is the last page of data. This defaults to
g true - change to false if the Get Page Script should run again to get more data.
Gets the HTTP status code returned in response to your request. This is commonly
StatusCode HttpStatusCode HitpStatusCode. OK.

If IsLastPage is changed to false, the script will run again to get more data. You should keep track of which data to request next using connection.Data.

The last line of script should return the response. Example:

return response;

Page 159 of 279


https://developer.mozilla.org/en-US/docs/Web/HTTP/Basics_of_HTTP/MIME_types/Common_types
https://docs.microsoft.com/en-us/dotnet/csharp/language-reference/tokens/verbatim
https://docs.microsoft.com/en-us/dotnet/api/system.collections.generic.idictionary-2
https://developer.mozilla.org/en-US/docs/Glossary/Response_header
https://docs.microsoft.com/en-us/dotnet/api/system.net.httpstatuscode

ogi:

ANALYTICS

Define Parameters Script

If you want your data connector to expose parameters so users can customize values provided to your script, expand the Advanced section and set the Define
Parameters Script.
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You can call the following method on the parameters object:

Add (string name, string dataTypeName, object defaultValue)

Parameter ‘ Type ‘ Description ‘
name string A name to identify this parameter.
dataTypeName string The parameter data type, one of: DateTime, bool, string, double, or int.
defaultValue object The c]gfaglt value of the parameter if not changed elsewhere. This value must be of the type
specified in dataTypeName.
Example:
parameters.Add ("From", "int", 0);

With a parameter added, you can access parameters in your other scripts as a dictionary (IDictionary<>). For example:

int from = parameters["From"];
parameters["From"] += 10;

Users with access to this data connector can make use of these parameters by dragging the data under it in the Explore window onto a data cube while editing.
This adds the data as a Tabular Select, and you can then configure these parameters to customize their values, connect them to bridge parameters, or make them
public to connect filters directly to them on a dashboard or other view.

Cleanup Script

In the Advanced section, you can optionally add a Cleanup Script that will run after the Get Page Script is finished running or if data retrieval otherwise stops. You
can make another request to the service you're using, for example, if you need to let it know you're finished.
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Examples
Basic Example

Some online data sources or APls may be available without any special authentication, headers, or posted content, and can simply be accessed directly via URL.

The following Get Page Script accesses a public web data source from the address set in the URL setting of the data connector.

var request = connection.CreateRequest();
var response = request.ExecuteGet();
return response;

Symphony REST example

Symphony has its own REST API, which you can access like other REST API services.

For this example, set the URL to <symphony-url>/API/Account/Query to call the /Account/Query POST method. Replace <symphony-url>with the base URL you
usually use to access Symphony (you can use localhostto refer to the server where the <symphony-url> instance you're using is running, e.g.,
http://localhost:8000/).

This Connection Script accesses session to set the request's Authorization header to the current session ID of whichever user is accessing data. It also sets up
an initial page number value stored in the Data property:

connection.Data["pageNumber"] = 1;
connection.Authorization = "Bearer " + session.Id.ToString();

This Get Page Script gets pages of up to 50 accounts at a time, keeping track of progress by updating the pageNumber data value set above:

var request = connection.CreateRequest () ;

int pageNumber = connection.Data["pageNumber"];
string postData = Q@"{{
""queryAccountsOptions"": {{

""pageNumber"": {0},

""pageSize"":50
}}

Yr"; // "{{" & "}}" are literal braces for string.Format
postData = string.Format (postData, pageNumber) ;

var response = request.ExecutePost (postData, "utf-8", "application/json");
response.IslLastPage = response.Content.EndsWith ("[]1");
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connection.Data["pageNumber"] = pageNumber + 1;

return response;

The IsLastPage property is set to true when no more accounts are returned.

OData Example
This example connects to an OData data source as an example (OData is a standard that you can connect to using the dedicated OData data provider).
The URL is set to https://services.odata.org/V4/OData/OData.svc/Products for this example.

The Connection Script sets up an initial value for the $skip query string parameter to include in the request:

connection.Data["$skip"] = 0;

The Get Page Script gets two items at a time, filtered by the range of IDs defined by two parameters p0 and p1.

It also uses HttpUtility to encode text to be compatible in a URL's query string, and returns only the contents of the root element's value property using the
GetJsonValue ConversionHelper method:

var request = new Request();

request.Uri = connection.Url + "?$top=2&$skip=" + connection.Data["$skip"];

string filter = string.Format ("ID ge {0} and ID le {1}", parameters|["pO0"], parameters["pl"]);
request.Uri += "&S$filter=" + HttpUtility.UrlEncode (filter);

var response = request.ExecuteGet();
response.IsLastPage = ConversionHelper.GetJsonValue (response.Content, "$.value[l]") == null;
response.Content = ConversionHelper.GetJsonValue (response.Content, "S$.value");

connection.Data["$skip"] += 2;

return response;

The Define Parameters Script adds the two parameters referred to above, which also allows them to be used in a data cube:

parameters.Add ("p0", "int", 1);
parameters.Add ("pl", "int", 10)
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Advanced Example
This example demonstrates a number of different operations an APl might require you to perform in a more advanced case.

The URL setting can be set like the following to include placeholders, which you can replace in script by calling string.Format as shown below:

https://{0}.example.com/API/v3/data/{1}/export/

The following Get Page Script requests a potentially lengthy export process to start, polls its progress via additional requests, and when complete downloads the
content to return in a final request. An X-API-KEY header is set in the requests as an example for authentication used by some APls. The HTTP status codes and
other response information is checked at different points before proceeding, and custom exceptions thrown in case of failure to be displayed to users or logged.

string baseUri = string.Format (connection.Url, parameters|["DataCenter"], parameters["ID"]);
Request request = new Request();
request.Headers ["X-API-KEY"] = connection.Secret;

request.Uri = baseUri;
string exportBody = @"{
""format"": ""json""

e

// Check that the initial export request is OK, otherwise display an error
Response exportResponse = request.ExecutePost (exportBody, "utf-8", "application/json");
if (exportResponse.StatusCode != HttpStatusCode.OK) {

throw new Exception ("Export status: " + exportResponse.StatusCode.ToString())

}

string status = ConversionHelper.GetJsonValue (exportResponse.Content, "$.result.status");

string progressId = ConversionHelper.GetJsonValue (exportResponse.Content, "S$.result.progressId");
status = status.Replace("\"", "");

progressId = progressId.Replace ("\"", "");

// Poll for export progress while still in progress

while (status == "inProgress") ({
request.Uri = baseUri + progressId;
Response progressResponse = request.ExecuteGet () ;
status = ConversionHelper.GetJsonValue (progressResponse.Content, "S$.result.status");
status = status.Replace("\"", "");

}

// Check that export succeeded with a file ID

string fileId = ConversionHelper.GetJsonValue (progressResponse.Content, "$.result.fileId");
if (status == null || status != "complete" || fileId == null) {
throw new Exception ("Progress status: " + status);
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}

// Return file contents

fileId = fileId.Replace ("\"", "");
request.Uri = baseUri + fileId + "/file";
return request.ExecuteGet();

The Define Parameters Script adds the two parameters that are used to replace the placeholders in the set URL in the first line of the Get Page Script:

parameters.Add ("DataCenter", "string", "usl");
parameters.Add ("ID", "string", "al2BXu");

ConversionHelper

The ConversionHelper class provides some helper methods that you can access if needed from your script for converting values for your request or from the
response.

CalculateMd5Hash Method

This method calculates an MD5 hash of an input string.

CalculateMd5Hash (string input)

Parameter ‘ Type ‘ Description ‘
input string A value to hash using the MD5 algorithm.
Returns: string The MD5 hash of the input string.

Example:

var hash = ConversionHelper.CalculateMd5Hash (inputString) ;

GetJsonValue Method

This method extracts a single value from JSON content according to a JSONPath expression.
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GetJsonValue (string json, string jsonPath)

Parameter Description

json string Textin JSON format.
jsonPath string A JSONPath expression.

A single property value or object extracted from the input json as a string. Depending on the
value, the returned string could represent a subset of the original JSON, a string value enclosed

Returns: strin . . . :
9 in quotation marks, a number, a Boolean value, or null. An error may occur if multiple JSON
tokens match your JSONPath expression, e.g., matching multiple items in an array.
Example:
string progressId = ConversionHelper.GetJsonValue (response.Content, "S$.result.progressId");
progressId = progressId.Replace ("\"", ""); // remove quotation marks from the JSON string value

GetXmlValue Method

This method extracts a portion of XML content according to an XPath expression.

GetXmlValue (string xml, string xPath, IDictionary<string, string> namespaces = null)
Parameter ‘ Type ‘ Description ‘
xml string Text in XML format.
xPath string An XPath expression.
- . . Optional) A dictionary containing namespace URIs keyed by prefixes that may be used in the
namespaces IDictionary<string,string> (Op ) . Y 9 P y yp y
XPath expression.
Returns: string A subset of the input xml/ corresponding to the xPath.
Example:

ConversionHelper.GetXmlValue (response.Content, "book");
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ToBase64String Method

This method encodes a string of Unicode characters to bytes and converts these to a string of base-64 digits.

ToBase64String (string original)

Parameter ‘ Type ‘ Description ‘
original string A string to convert.
Returns: string The string representation in base 64.
Example:

string base64

= ConversionHelper.ToBase64String (text) ;

Transform the Result

The response to most web requests is a block of text in JSON or XML format. You can transform this into regular columns of data using a data cube to make its
individual values ready to analyze and visualize.

After creating or opening an existing data cube, expand your new data connector in the Explore window and drag the WebData structure onto the canvas to add it

as a Tabular Select transform.
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You can insert a Flatten JSON or Flatten XML transform depending on which format the API returns, or you can use any of the other available transforms.

If the Define Parameters script in the data connector exposes parameters, you can configure these in the Tabular Select transform in a similar way as for a SQL
select.

For more information, see:

B Connect to Data and View it on a Dashboard
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Connecting to Google Analytics

This applies to: Managed Dashboards, Managed Reports

Google Analytics is a service offered by Google that compiles statistics regarding visitors to a website.

This article shows you how to set up a data connector to extract data from your Google Analytics account.

o Note: Upgrade to v23.3 or higher to connect to a Google Analytics 4 property. The Google Analytics data provider from earlier versions supports only
Universal Analytics properties.

Google Analytics Account

You need a Google Analytics account in order to create this data connector in Managed Dashboards.
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Data Sharing Settings

Data you collect, process, and store using Google Analytics ("Google Analytics data") is secure and kept confiden
and protect the Google Analytics service, to perform system critical operations, and in rare exceptions for legal r¢
policy.

The data sharing options give you more control over sharing your Google Analytics data. Learn more.

Setup
Cloud Console Project

Create or use an existing project in the Google Cloud Console as a first step.
Go to https://console.cloud.google.com/cloud-resource-manager and sign into your Google account.

Once signed in, on this page you'll see a list of existing projects (if there are any) or you can select Create project to create a new one.
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Enable the Analytics API

Select the menu button in the top-left corner of the Cloud Console, expand APIs & Services and select Library.
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Ensure the correct project is selected at the top-left of the screen, then find and select the API for your version of Google Analytics:
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® For a Universal Analytics property, enable the Google Analytics API.

®= For a Google Analytics 4 property, enable the Google Analytics Data API.

= Google APls 2 DundasBIGA v Q - # 0 () : e
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a00gie Google
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Android apps
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| =u | OoEm
Compute Engine API BigQuery API Cloud Storage Cloud Datastore API
Google Google Google Google
Compute Engine AP A data platfor Horizontal aL
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Other VIEW ALL (46)
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=) and display search results Shorten your URL so it's ready to be Improve your web pages
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Select Enable for the appropriate API if not yet enabled.

Page 173 of 279



- Archive of documentation for Logi Symphony v24

= Google APls $» DundasBAGA Q

< APl Library

Type
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Last updated
1219, 1129 PM

Service name
analytics.gocgleapis.com

Google Analytics API
Google

The Analytics AP provides access to Analytics configuration and
report data.

TRY THIS API [

Overview
The Analytics API provides access to Analytics configuration and report data.

About Google

Google's mission is to organize the world’s information and make it universally accessible and useful. Through
products and platforms like Search, Maps, Gmail, Android, Google Play, Chrome and YouTube, Google plays a
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Tutorials and documentation
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By using this product you agree to the terms and conditions of the following license(s): Google APls Terms of
Service [
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o Note: There are multiple APIs available with Google Analytics in the name and their names may change over time. The Symphony data connector
should require the one mentioned above unless an error message specifies a different one when you try to

Service Account Credentials

This section shows you how to generate Service account credentials which will allow Symphony to access your Google Analytics data.

From the left navigation, select Credentials. Select Create credentials and select the Service account option.

= Google APIs $» MyProject 38466 v Q

API APIs & Services Credentials -+ CREATE CREDENTIALS W DELETE

APl key

< Dashboard ;
Create credentials to ac  |dentifies your project using a simple AP key to check quota and access

EE

Library OAuth client ID

Remembert Requests user consent so that your app can access the user's data.

O+  Credentials .
Service account

Enables server-to-server, app-level authentication using robot accounts

¥ DAuth consent screen API i{E“y’S

= Domain verification O Name Help me choose Res
_ Asks a few questions to help you decide which type of credential to use

Sa  Page usage agreements No API keys to displa

Enter a name and a role for the account.

When done, record the service account email address. Copy this from the account details and paste it somewhere to refer to later such as a Notepad app on your
computer.
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Next, add a new key for the service account. For example, click to edit the service account and select Add Key. Choose a JSON key type.

When finished, a certificate file should be downloaded. This file will be needed later to set up a data connector in Symphony.

P12 File Type
If you need a P12 key type for a Universal Analytics property instead of the default JSON, additional details are needed.

A popup should be displayed that shows the password for the private key. Copy and paste this password with your service account e-mail to refer to later.

Authorization

Now that the client credentials have been generated, sign into your Google Analytics account in order to give authorization to these credentials.

Go to the Admin area and choose the option similar to User Management or Property Access Management.
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If not already listed, click to add the service account, entering the email address that you recorded earlier. Ensure it has an appropriate role or permissions set up
to read data. See Google Help for details.

MyAnalytics
% Add permissions m

Email addresses

myserviceaccounti@dundas-bi-ga-259419.iam.gserviceaccount.com ®

Motify new users by email

Permissions
Edit

| . O
Can create and edit properties, views, filters, goals, etc. Cannot manage users. Learn more
Collaborate

| _ | O
Can create and edit shared assets, like dashboards or annotations. Learn more
Read & Analyze
Can view report and configuration data. Learn more
Manage Users

O

Can add users, delete users, and change user permissions. Learn more
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New Data Connector

From the main menu in Symphony, select New, and then select Data Connector.

In the New Data Connector dialog, assign a Name for your connector, and set the Data Provider drop-down:

® Fora Universal Analytics property, choose Google Analytics.

® Fora Google Analytics 4 property, choose Google Analytics Data APl (GA4).
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o3 New Data Connector

A data connector lets you connect to your data through a
provider. Once the data connector’s provider is set, it
cannot be changed.

Mame

Select a name...

Data Provider

Google Analytics V

Test connection @ ?

DATA PROVIDER INFORMATION

Enter the information for the selected data provider. This
will help us connect to your data properly.

Upload Private Key File (P12 Or JSON)
| Choose File | No file chosen

Use Reporting AP
"’

Sampling Level

DEFAULT - balances speed and accuracy >

Select structures -

Check In

™=
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Select Choose File and select the certificate file downloaded earlier, then review the options:

® |f the certificate file is of a P12 file type, you have to provide the Service Account E-Mail Address and Password For The .P12 File that you recorded
previously.

® When the Use Reporting API checkbox is selected, the core v4 version of the API will be used. If unchecked, the core v3 version will be used.
® Choose from the available Sampling Level options.

= For a Google Analytics 4 property, enter the numeric property ID. This is listed in various places in Google Analytics, or go to Admin, edit Property Settings,
and click to copy the property ID.

Select Test connection to check the connection to your account.

Select the submit button at the bottom to save and check in the data connector, and perform data discovery.

Display Google Analytics Data

To see the Google Analytics data, create a new metric set or dashboard.

Go to the Explore window, expand your data connector and its cube, then drag its measures and dimensions to the canvas.
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For more information, see:

®  Connect to Data and View it on a Dashboard

= Google Analytics
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Connecting to Google Sheets

This applies to: Managed Dashboards, Managed Reports

Google Sheets are spreadsheets that you can create and edit online.

Set up a data connector in Symphony to load data from a Google spreadsheet via the Google Drive API.
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Sheets

Start a new spreadsheet

To-do list Annual budget Monthly budget

Recent spreadsheets Owned by anyone

Sales by Month 2015
E] Opened 15:54
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Create or Choose a Project

Go to https://console.cloud.google.com/ and sign into your Google account.
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Once signed in, you can create or choose an existing project to use. The current project is often listed at the top of the screen and you can click to see a list of
projects and switch between them or to create a new one.

The cloud resource manager page should also list your projects and allow you to create a new one.

= Google/

Q

Man dge resources

I CREATE F‘RDJECTI il DELETE

= Filter tree

Mame

O

+ B No organization

O

| 3% API Project

O o» Dundas Bl GS

0 RESOURCES PENDING DELETION

D Status Requests

api-project-
260717

dundas-bi-

gs-1

Errors

Charges

Labels

7]

Actions

Enable the Drive and Sheets APIs

Click to access the navigation menu from the top-left corner, hover over APIs and services and select Library.
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= Google API:

o My Project =

# O 6 a :

& AP Library

"

Filter by

VISIBILITY

Public (246)

Private (2)

CATEGORY

Advertising (17)
Analytics (1)
Big data (17)
Blog & CMS (1)
Compute (6)
CRM (1)

Databases (2)

Developer stacks (2)

Developer tools (13)

Emiail (1)

Firebase (4)

T—

Welcome to the API Library

The API Library has documentation, links, and a smart search experience.

Q,  Search for APIs & Services

Maps VIEW ALL (15)
L n o 2
-w -
Maps SDK for Android Maps SDK for i0S Maps JavaScript API Places API
Google Google Google Google
Maps for your native Android app Maps for your native i0S app Maps for your website Get detailed information about 100
million places
Machine learning VIEW ALL (8)

e

Dialogflow API
Google

Builds conve nal interfaces

102

Cloud Vision API

Google

Image Content Analysis

=]

Cloud Natural Language API

Google

Cloud Speech-to-Text API

Google

Speach recognition

Google Cloud APIs (24)

Ensure the correct project is selected at the top of the page, then search for and select Google Drive API.

Select Enable.
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= Google Al

Type
Last updated

Category
Storage
G Suite

Service name

& APl Library

APls & services

2/19, 8:55 PM

ve.googleapis

N

2* My Project - Q -

T

Google Drive API
Google

The Google Drive AP allows clients to access resources from Google
Drive

ENABLE TRY THIS API (2

Overview
The Google Drive API allows clients to access resources from Google Drive.
About Google

Google's mission is to organize the world's information and make it universally accessible and useful. Through
praducts and platforms like Search, Maps, Gmail, Android, Google Play, Chrome and YouTube, Google plays a
meaningful role in the daily lives of billions of people

Tutorials and documentation

i v T

i O 6 a

wen

Return to the library, then search for and select Google Sheets API.

Select Enable.

Page 188 of 279



- Archive of documentation for Logi Symphony v24

= Google Cloud Platform &* My Project

& APl Library
Google Sheets API
Google
The Sheets AP1 gives you full control over the content and appearence
E of your spreadsheet data.
ENABLE TRY THIS API 2
Type Qverview
B SIS Reads and writes Google Sheets.
Last updated
2/19/19. 8:10 PM About Google
Wiy, o J i
Category Google's mission is to organize the world's information and make it universally accessible and useful. Through
G Suite products and platforms like Search, Maps, Gmall, Android, Google Play, Chrome and YouTube, Google plays a

Service Account Credentials

Service account credentials allow Symphony to access your data from Google.

To create credentials, from the navigation menu, hover over APls and services and select Credentials. On the Credentials page, select Create credentials and
select Service account.
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API

-
L] ;l'

EE

Google APl

APls & Services

Dashboard

Library

Credentials

DAuth consent screen

Domain verification

Page usage agreements

e* My Project 38466 ¥

Credentials

Create credentials to ac

Remember t

API keys
O Mame

Mo AP keys to displa

Q
+ CREATE CREDENTIALS W DELETE
API key
|dentifies your project using a simple API key to check quota and access
OAuth client ID
Requests user consent so that your app can access the user's data.
Service account
Enables server-to-server, app-level authentication using robot accounts
Help me choose Rest
Asks a few questions to help you decide which fype of credential to use

Enter a name and role for your service account.

When done, record the service account's e-mail address, for example by opening Notepad on your computer and pasting it.
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e IAM & admin Service accounts + CREATE SERVICE ACCOUNT B DELETE SHOW INFO PANEL

Service accounts for project "My Project”

2] entity & Organization A service account represents 3 Googhe Cloud service idantity, such as code running on Compute Engine VMs, App Engine apps, or systems running outside Google. Learn more
"\ Trouble te: =
= Filter table @ m

B  Organization policies

D Email Status MName “" Description Key 1D Key creation date Actions
=] CGuotas - )

E| o3 myserviceaccount@striped- ] myserviceaccount iy oo i Sep 19, 2019

: symbal-

3 Service accounts Y

253419.iam . gserviceaccount.com

P> Labels

Next, add a key to your service account. For example, click to edit the new service account, go to the Keys tab if applicable, and select Add Key. Choose a JSON
key type.

When finished, a certificate file should be downloaded. This file will be needed later to set up a data connector in Symphony.

P12 File Type

If you require the P12 file type instead of the default JSON, you will require some additional information.

A pop-up will appear displaying the password for the private key. Copy and paste this with the service account's e-mail address for later use.

Authorization

Now that the credentials have been generated, they must also be authorized to access the spreadsheet data. There are a couple of ways to proceed depending on
the type of account used to create the spreadsheets.

If you used a Gmail account to create your spreadsheets, first sign into Google Sheets. Open a spreadsheet that you want to connect to from Symphony. Select
Share in the top right corner.

Enter the Service account email address which you recorded previously (e.g., in Notepad), or it may be automatically suggested if you've already used it.
Customize the permission level to Viewer and clear the option to notify if preferred, then select Share or Send.
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Share with others Get shareable link &

People

o ]
Enter names or email addresses F -

m ":“T‘-anced

If the spreadsheets you want to connect to were created with a Google Apps domain account, your Google Apps domain administrator must perform the
authorization. The steps are generally described here: Delegate domain-wide authority to your service account. You'll need the Client ID for the service account
(see previous section) and also make sure the APl Scopes field includes the following:

https://docs.google.com/feeds,https://spreadsheets.google.com/feeds

Data Connector

Log on to Symphony and create a new data connector.
Enter a Name for the connector, then set the Data Provider drop-down to Google Sheets.

Select Choose File and select the certificate file which you downloaded.
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Mew Data Connector
4

A data connector lets you connect to your data through a
provider, Once the data connector's provider is set, it
cannot be changed.

Marme

Select a name..

Data Provider

I Google Sheets e |

Test connection @' ?

DATA PROVIDER INFORMATION

Enter the information for the selected data provider. This
will help us connect to your data properiy.

Upload Private Key File (P12 Or JSON)

ChuuséF|Ee| Mo file chosen

Spreadsheet

P Advanced

Define structure =~
Check in

4

Add a check in comment -+
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® |f the certificate file is of a P12 file type, you now have to provide the Service Account E-Mail Address and Password For the .P12 File that you recorded
previously.

® |fyou are using the Delegate domain-wide authority authorization method, click to expand the Advanced options to enter the User Account E-mail Address
for the account that created the spreadsheets. Otherwise, leave this field blank.

Type in the title of your Spreadsheet, or select from the popup that appears below this field.

You can include the wildcard characters * or 2 in the spreadsheet title to refer to multiple spreadsheets with the same structure. This will access their combined
data from the same data connector, like in the example shown for Excel.

Select Submit at the bottom of the dialog to save and check in the data connector and automatically discover the data's structure.
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Connecting to IBM DB2
Connecting in Managed Dashboards and Managed Reports

This applies to: Managed Dashboards, Managed Reports
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This article provides additional details on connecting to an IBM DB2 database.

o Note: IBM DB2 does not support concurrent use of ODBC and .NET providers from the same application. To avoid issues, make sure that you
consistently connect to a DB2 server using the same data provider in your data connectors.

Data Connector Settings

Create a new data connector and set Data Provider drop-down to /IBM DB2 Database.

Provide credentials, and the Server and the Database name.
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A data connector lets you conmedt to your data through a
prowider. Omce the dsta connector's provider is set, it
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Mame

IBM DEZ Database g

Test connection \-"“" ?

DATA PROVIDER INFORMATICN

Enter the information for the selected dsta provider. This
will help us connect to your data properly.

User 1D
Pazzword
Sarver

»3t3base

F Schema

¥ Security

F |nitialization

P Context

* Connection Poaoling

b Compatibility

Select structures
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There are various other settings supported by DB2 that you can configure in each expandable section below. Hover over (or long-tap) a setting to see a tooltip
description.

o Note: Click to expand Initialization to find the Isolation Level, which can be set to Read Uncommitted when appropriate for better performance in high
concurrency scenarios.

o Note: The IBM DB2 data provider may not be able to connect to certain versions of DB2 such as AS/400. ODBC or JDBC drivers can be used instead.

For more information, see:

®  Connect to Data and View it on a Dashboard
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Connecting to JDBC

This applies to: Managed Dashboards, Managed Reports

The JDBC generic data provider option lets you connect to data sources that have a JDBC driver. Since there are third-party drivers available for a wide range of
databases and other data sources, this means that Symphony has the ability to connect to more data sources out-of-the-box than we can list. You can often use an
existing JDBC driver rather than rely on a custom data provider.

| o Note: Only the 64-bit versions of the JDBC drivers are supported.

Here are some examples of data sources that have a JDBC driver:

®  Amazon Athena (Amazon S3)
®  Apache Phoenix

" Hive

® |mpala

= H2

B Confluence

o Note: insightsoftware does not guarantee any specific third-party JDBC driver will work properly with Symphony. If you encounter any connection issues
with a specific driver, contact technical support.

Install

When you or your organization have your own Symphony installation, you can install whichever drivers you like on the computer(s) where Symphony is installed.

Symphony needs read access to the files.

o Note: Services must be restarted after changing this setting or the files.
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Connect

With a JDBC driver installed and configured, you can create a data connector in Symphony that uses the driver.
From the main menu, select New, and then select Data Connector.

In the New Data Connector dialog, set a Name, and then set Data Provider to JDBC.
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Mew Data Connector
+

A data conmector |ets you conmect to your data throuwgh a
provider. Once the data connector's provider is set, it
cannot be changed.

Marme

Data Connectors Root Folder/ DB

Ciata Provider

JDBC v

Test connection \i"f ?

DATA PROVIDER INFORMATICON

Enter the information for the selected data provider. This
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jdbcawsathena.//athena.us-23st- 1.amazonaws.comedd 3
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o

Add a check in comment 2
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Next, supply the required credentials:

1. Enter the JDBC URL. This will be different for every database and depends on the JDBC driver. For example, the JDBC URL for Amazon Athena is
jdbc:awsathena.//athena.us-east-1.amazonaws.com.:443.

2. Enter the User Name for your database account.

3. Enter the Password for your database account.

If needed, click to expand the Advanced section to configure settings such as the following.

Driver Properties

Some connection properties cannot be included directly in the JDBC URL and have to be provided separately in the Driver Properties field. Similar to the URL, the
list of properties and their format are different for each database and are typically documented by the JDBC driver provider.

For example, as documented by Amazon, the Amazon Athena JDBC driver can take parameters as part of the JDBC URL:

jdbc:awsathena://athena.us-west-1.amazonaws.com:443?max error retries=20&connection timeout=20000

But also requires the s3_staging_dirto indicate a location to which the query output is written:

s3_staging dir=s3://aws-athena-query-results-154861344432-us-east-1
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¥ Advanced
Driver Properties

s3_staging_dir=s3://aws-athena-guery-results-15

Driver Class Mame

Use PrepareStatement

Usze Default Fetch Size

Specify Driver Capabilities

Driver Class Name

Older JDBC drivers may require a Driver Class Name to enable the classes in the JAR file. For example, the main JDBC driver class for Amazon Athena is
com.amazonaws.athena.jdbc.AthenaDriver.

Use PrepareStatement

Certain non-JDBC compliant drivers may produce an error in certain cases, which can be avoided by unchecking the Use PrepareStatement advanced option.

Fetch Size

In some cases, setting a specific fetch size may help if too much data is loaded into memory at once resulting in an out of memory exception from the driver.

Clear Use Default Fetch Size and set a number (e.g., 70000 rows).
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Date Trim Expression

Depending on certain conditions, some functionality such as time dimensions normally result in queries sent to the data provider that trim some portions of
date/time values, for example to keep only the year portion of the original date. The syntax for this expression varies depending on the particular data source and
JDBC driver you are using, so script written in DundasScript can be set for the Date Trim Expression setting. Without this expression, an error may occur for
certain operations unless the data is stored in a data cube.

This script can access objects:

® dateGranularity (type: DateTimeGranularity) - The granularity or level to which the date should be trimmed.
® dataTypeName (type: string) - The name of the column's data type, such as datetime or date, which may affect whether or not a value needs trimming.

® stringBuilder (type: StringBuilder) - A string builder object instance that can optionally be used if needed.

The script should return a string representing a valid expression for the data source, including a placeholder {0} that will be replaced by a column expression
when included in a query.

The following is a sample date trim expression for a Trino JDBC driver:

if (dataTypeName == null)

{

dataTypeName = "datetime";
}

switch (dateGranularity)

{

case DateTimeGranularity.Minute:

if (dataTypeName.Equals ("date", StringComparison.OrdinalIgnoreCase))
{

// No need to trim

return "{0}";

}

else

{

return "date trunc('minute', {0})";

}

case DateTimeGranularity.Hour:

if (dataTypeName.Equals ("date", StringComparison.OrdinalIgnoreCase))
{

// No need to trim

return "{0}";
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}

elsge

{

return "date trunc('hour', {0})";

}

case DateTimeGranularity.Day:

if (dataTypeName.Equals ("datetime", StringComparison.OrdinalIgnoreCase))
{

return "date trunc('day', {0})";

}

else if (dataTypeName.Equals ("date", StringComparison.OrdinalIgnoreCase))
{

// No need to trim

return "{0}";

}

else

{

return "date ({0})";

}

case DateTimeGranularity.Month:
return "date trunc('month', {0})";
case DateTimeGranularity.Year:
return "date trunc('year', {0})";
default:

return null;

}

return null;

Java VM Path

Some JDBC drivers require additional binary libraries.

To indicate the location of such libraries, select Admin from the main menu when logged in as an administrator, click to expand Setup and select Config to
navigate to configuration settings.

Choose the option to show advanced settings, find the setting JVM Library Path and edit it to indicate the folder path.

For more information, see:

®  Connect to Data and View it on a Dashboard

® How to Recycle the Application Pool
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® Connecting to ODBC
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Connecting to Microsoft Dataverse

This applies to: Managed Dashboards, Managed Reports

This article describes how to enable connections to Microsoft Dynamics 365 from the Microsoft Dataverse data provider in Symphony.

| o Note: The Microsoft Dataverse data provider can connect to cloud versions of Microsoft Dynamics 365.

Register an Azure AD Application

Symphony and its Dataverse data provider will need to be registered as an Azure Active Directory application to enable access to your Dynamics data.

® From the Azure Portal, navigate to Azure Active Directory and add a new app registration for Symphony. Take note of the client ID displayed on the overview
page of the new app registration.

®  Configure the API permissions to add a new app permission for Dynamics, choosing delegated permissions and user_impersonation.

= Configure the Certificates & secrets to add a new client secret, making sure to copy the created client secret value and save it as you will not be able to view it
again.

You can follow a more detailed walkthrough in the Azure application registration section of the article Use single-tenant server-to-server authentication for
Microsoft Dataverse in Microsoft Docs.

Add an Application User to Dynamics

As described in the article linked to above, the next step is to add an application user to your Dynamics environment that will access data on behalf of the Azure AD
app you just registered.

For more details, see Manage application users in the Power Platform admin center.

Data Connector Settings

After setting up an Azure app as described in the sections above, create a data connector and set Data Provider to Microsoft Dataverse.

If you have an existing data connector that used the previous Microsoft Dynamics CRM data provider, you can also edit it and click to change it to the new data
provider as detailed below.
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& New Data Connector

A data connector lets you connect to your data through a
provider. Once the data connector's provider is saved, it
cannet be changed.

Mame

CLa name

Data Provider

Microsoft Dataverse v

Test connection f ;’

DATA PROVIDER INFORMATION

Enter the information for the selected data provider. This
will help us connect to your data properly.

Senvice URL
Client 1D

Client Secret

o LY i e Cad

Set the Service URL to your Microsoft Dynamics URL (e.g., https://mycompany.crm.dynamics.com).
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Enter the Client ID and Client Secret obtained for your Azure AD app.

For more information, see:

B Connect to Data and View it on a Dashboard
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Manage the MySQL Connector

This applies to: Visual Data Discovery

The Symphony MySQL connector lets you access the data available in MySQL databases using the Symphony client. The Symphony MySQL connector supports
MySQL versions 5.6 - 8.0.

Before you can establish a connection from Symphony to MySQL storage, a connector server needs to be installed and configured. See Manage Connectors And
Connector Servers for general instructions and Connect To MySQL In Visual Data Discovery for details specific to the MySQL connector.

After setting up the connector, create data sources that specify the necessary connection information and identify the data you want to use. See Manage Visual
Data Discovery Data Source Configurations for more information. After you set up your data sources, create dashboards, self service reports, and visuals from the
data in these data sources.

Feature Support

Connector support for specific features is shown in the following table.

Key: Y - Supported; N - Not Supported; N/A - not applicable

Feature ‘ Supported? ‘
Admin-Defined Functions
Box Plots
Custom SQL Queries

Derived Fields (Row-Level Expressions)

<[<[<[Zz[=<

Distinct Counts
Fast Distinct Values N/A
Group By Multiple Fields

Group By Time
Group By UNIX Time
Histogram Floating Point Values

Histograms

Kerberos Authentication

Last Value

< <[Z[<[=<[<|<[<

Live Mode and Playback
Multivalued Fields N/A
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Feature ’ Supported? ‘
Nested Fields N/A
Partitions N
Pushdown Joins for Fusion Data Sources Y
Schemas Y
Text Search N/A
TLS Y
User Delegation N
Wildcard Filters Y
Wildcard Filters, Case-Insensitive Mode Y
Wildcard Filters, Case-Sensitive Mode N

Connect to MySQL in Visual Data Discovery

The MySQL connector requires a JDBC driver to be configured before you can connect to your data source.

1. Download and install the version latest JDBC driver from https://dev.mysgl.com/downloads/connector/j/. Instructions are provided on that website.

2. After installing the driver, edit the MySQL properties file and change the driver path and class name properties, as shown below and as described in Add A
JDBC Driver:

datasource.driver-config.class—-name=com.mysqgl.cj.jdbc.Driver
datasource.driver-config.jar-path=<JDBC driver filepath>

3. Save the properties file and restart the connector. See Add A JDBC Driver.

Connect to MySQL in Managed Dashboards

This applies to: Managed Dashboards, Managed Reports

This article provides details on using the MySQL data provider in a Symphony data connector. The MemSQL data provider is similar and relies on the same
drivers.

o Note: You can also use ODBC or JDBC drivers to connect to MySQL.
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/usr/share/dundas/bi/Files/{Instance Name}/www/BIWebsite/App Data/ExtensionsLib/netcore/MySqgl.Data.dll

Data Connector Settings

Create a new data connector and set Data Provider to MemSQL Database orMySQL Database as appropriate.
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+ New Data Connector

A data connector lets you connect to your data
through a provider,

Marme

1

]

]

(]
1

f

T

Select a name...

Data Provider

MySQL Database s

Test connection :r.

DATA PROVIDER INFORMATION

Enter the information for the selected data provider.
This will help us connect to your data properly.

Server Mame

hostname

Uzer Mame

Dundas

Password

Database

datahasenamel

* Discovery

P Criirra
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Set the remaining fields for the server, credentials, and database, and click to access additional options if needed from the expandable sections below. To see a
description, hover over (or long-tap) one of the fields.

o Note: When using tenant overrides to connect to different databases, expand the Discovery section and select Single Schema to discover and use
database structures without prefixing the original database (schema) name in queries.

o Note: If you are having connection issues, change the Log Filter in the configuration settings for Standard Relational Data Providers under Extensions
(set to Verbose), then check for messages in the logs.
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Connecting to ODBC

This applies to: Managed Dashboards, Managed Reports

The ODBC generic data provider option lets you connect to data sources that have an ODBC driver. Since there are third-party drivers available for a wide range of
databases and other data sources, this means that Symphony has the ability to connect to more data sources out-of-the-box than we can list. You can often use an
existing ODBC driver rather than rely on a custom data provider.

| o Note: Only the 64-bit versions of the ODBC drivers are supported.

Here are some examples of data sources that have an ODBC driver:

®  Adaptive Server (Sybase)
® Databricks

= |nformix (IBM)

® |ngres

® MongoDB

® Pervasive PSQL (Pervasive)
®  Proficy Historian (GE)

® QuickBooks

= SAS

® Spark SQL

= SPSS

®  SQL Anywhere (Sybase)

Page 214 of 279


https://www.dundas.com/support/developer/samples/extensions/creating-a-data-provider

0gi:

AMNALYTICS

- Archive of documentation for Logi Symphony v24

o Note: insightsoftware does not guarantee that any specific third-party ODBC driver will work properly with Symphony. If you encounter any connection
issues with a specific driver, technical support.

When you or your organization have your own Symphony installation, run the ODBC driver installer or follow the instructions provided for the driver to install it on
the computer(s) whereSymphony is installed. If someone else is hosting your Symphony instance for you, you can check whether drivers have already been
installed using the ODBC Driver drop-down shown below.

This topic contains the following sections:
= Connect using ODBC
= Advanced options

= Data source name (DSN)

Connect Using ODBC

With an ODBC driver installed, you can create a new data connector from the main menu to use it.

Enter a Name for the data connector, and then set the Data Provider drop-down to ODBC Generic.

+ Mew Data Connector

A data connector lets you conmedt to your data through a
provider. Once the data connector's provider is set, it
cannot be changed.

MName

ODBC Generic v

- ;B
Test connection o .?
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Using a System DSN
If a system DSN has already been configured that you want to use, select Use System DSN.

Enter the System DSN or choose it from the drop-down that appears. Enter a Password if necessary.

DATA PROVIDER INFORMATION

Enter the information for the selected data provider. This
will help us connect to your data properly.

Authentication

Server Windows credentials -

Usz System DEM
T4
System DSM
Sonatics
R
zszword
F Advanced

Select structures

Check In

L

Add a check in comment

Optionally select Test connection above. In case of issues, see the section below for more information about DSN connections.

Select Submit at the bottom of the dialog when finished.

Without DSN

To enter most of the connection details yourself, you can leave the Use System DSN option unchecked.
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Click into the ODBC Driver textbox and choose from the drop-down listing the available drivers that are installed.

Server Windows credentials -

Use System DSN

DBC Driver

(o]

[Microsoft Access dBASE Drniver (".dbd, ".ndyx, " mdx]}
M icrosoft Access Dnver (“.mdb, *.accdb))
(Microsoft Access Text Driver (*.txt, *.cav]}
{Microsoft Excel Driver {*xls, *adsx, *xlsm; *xdsb)}
{Oracle in OraClientllg_homel}

[PostgreSQL ANSI{x64)]

{PostgreSQL Unicode(x64))

{SQL Server Mative Client 1000}

{SOL Server Mative Client 11.0}

(SOL Server}
Check In

o

Enter the ODBC Connection String, usually consisting of one or more name-value pairs separated by semi-colons. The required information here is different
depending on the specific driver/database and should be documented by the provider of the driver.

For example, you can use a connection string instead of a system DSN with the MongoDB ODBC driver for a Bl Connector in MongoDB Atlas (the system DSN
steps list other available parameters in the Linux tab):

UID=username; PORT=27015; DATABASE={databasename}; SERVER={biconnector.etc.mongodb.net};
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{Microsoft Access Dniver (".mdb, *.accdb)}

ODBC Connection String

Dbg=CATEST\MarketDatamdb

Password

* Advanrced

Optionally select Test connection above. Select Submit at the bottom of the dialog when finished.

Advanced Options
Specify Driver Capabilities

Some ODBC drivers do not fully support SQL functionality such as joins. In other cases, an ODBC driver may report that it supports certain functionality when it
really doesn't. To deal with these cases, you can specify yourself what SQL functionality from the ODBC driver to use. Doing so will help to avoid errors when you
try to use the data connector to build metric sets and dashboards.

As an example, suppose you have created an ODBC data connector successfully. When dragging one of the discovered tables to the canvas, you see an error
such as:

ERROR [HY000] [iAnywhere Solutions] [Advantage SQL] [ASA] Error 7200: AQE Error: State = S0000; NativeError = 2145; [SAP]
[Advantage SQL Engine]Unable to ORDER BY this column: Notes
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One or more errors aocurred.

{Syatem. ApgregateExcepticn)
rull

Version: 2.5.1.100L

ERROR [HYDOO] idnywhere Solutions][Advantage SQL[ASA]
Error 7200: AQE Error: State = S0000; NativeError = 2145;
[SAP][Advantage SQL Engine]Unable to ORDER BY this colummn:
Motes

{Fyatem.Daca.0dbc. 0dboExcaption)
E

EandlsError
Syatem.Date, Version=4.0.0.0, Culture=pectral, PublicHavyToken=bT77a5c56193d=01

=]

B EXPLORE

A PROPERTIES

C® ¥

aearch F

4 5 My Project

4 |53 Data Connectors

1 Shared

i test

vowr T w

fi Al i

"anirnals”
“biclife”
“clients”

“country”

A

The error message in this example indicates a problem with the use of ORDER BY.

To avoid this, edit the ODBC data connector. Expand Advanced, select Specify Driver Capabilities and uncheck ORDER BY.

| Advanced

l#*| Specify Driver Capabilities

l##| Column And Table Aliases

[#f| GROUP BY

[wf] INMER _IGI-‘\i

[##] LEFT QUTER JOIN And RIGHT QUTER JOIN
FULL QUTER JOIN

j##| Mested Quenes

|##* UNION And UNION ALL
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If you enable the Specify Driver Capabilities option but do not enable any of the capabilities, Symphony will perform all of the corresponding operations (other than
selecting all data) in memory.
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Paszwore

* Advanced

Specify Dnver Capahilities

Column And Table Aliases

GROUP BY

IMMER JOIN

LEFT OUTER JOIM And RIGHT QUTER JOIM
FULL OUTER JOIM

Mested Queries

UNION And UMION ALL

o S T ey
Select Structures

Check In

o

Add a check m comment
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Data Source Name (DSN)

An ODBC Data Source Name (DSN) stores the information necessary to make a connection to a data source via ODBC, which can include the database name,
driver, and credentials. Once a System DSN is created for a data source on the computer running Symphony, the computer's applications can use it, and you can
select it from a drop-down when creating a Symphony data connector as shown above.

- Archive of documentation for Logi Symphony v24

In some cases, some information registered with a DSN may not be taken into account by the driver when testing or using it in Symphony, for example an error
message may indicate the user name is missing or blank. If necessary, you can expand the Advanced section of the data connector settings and enter Additional
Connection Parameters in a format similar to an ODBC connection string, such as UTD=MyUserName to specify the username, and/or the data connector's
dedicated Password field can be filled in. Alternatively, you can uncheck the System DSN option and enter all connection details required by the ODBC driver into

the connection string.

DSN-less Connections

Symphony also lets you connect to ODBC data sources without using a system DSN. In this case, you must specify the connection information in the data
connector according to the instructions of the driver provider.

An advantage of DSN-less connections is that they are not machine-specific and will still work if you transfer the data connector or your Symphony installation to
another server provided that the driver is installed. On the other hand, setting up a DSN-less connection requires more knowledge about the ODBC driver.
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Connecting to OData

This applies to: Managed Dashboards, Managed Reports
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OData (or Open Data Protocol) is a REST-based data access protocol which was initially defined by Microsoft.
This article shows you how to connect to OData services such as Microsoft Azure Marketplace.

For a list of available services, see OData - Live Services.

Connect to the OData Sample Service

Follow these steps to connect to a sample test service provided by odata.org.
Go to the main menu in Symphony and create a new data connector.

Select the Name box and enter a name for this connector (e.g., OData Sample Service).

Set the Data Provider drop-down to OData.

{;! Save

Select a foldsr and the name of the item to save.

Mame

| 2Dasa Sample Service

Location
4 & My Project
b F1shared

Set the Address to the service address, such as: http://services.odata.org/OData/OData.svc/

o Note: Select the Authentication method. For this example, select Anonymous.

You can use the Online Credentials authentication method to connect to SharePoint Office 365.
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DATA PRCVIDER INFORMATION

Enter the information for the selected data provider. This
will help us connect to your data praperly.

Address
htzpyfiservices.odata.ong/O0ata,/0Data v
Authentication

Anonymous v

P Advanced

Select Submit to create the data connector and connect to the service.
To check the results, create a new dashboard from the main menu.

Expand the Data Connectors folder in the Explore window, then locate and expand your data connector.

Drag one of the OData tables to the dashboard canvas to see its data.
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" | My Project
=4 i
S 4 | Data Connectors
= S
= 1 Shared
m
B °* DataConnector-Scnatica
— P °* DataConnector-SSAS
0 1
*® DataConnectorl
ODataDemo.Product]lD  ODataDemo.PreductMame  ODataDemo.Product.Description 4
o 4 %* OData Sample Service
o
0 Bread Whaole grain bread E P = Advertisements
-
) ) P :E Categories
¥ Mlilk Low fat milk # il
B iZ PersonDetails
2 Vint soda Amerncana Variety - Mix of b flavors i P = Persons
x iy e ot P :Z ProductDetails
3 Havina Cola The Original Key Lime Cola =
- 4 iZ Products
gy Fruit Pun s e O N e e u =) _ g
4 Fruit Punch Mangeo flavor, 8.3 Ounce Cans (Pack of 24) & 4)3 ODataDemo. ProductID
B mo. 1
™ ODataDemo.ProductName
5 Cranberry Juice 16-Ounce Plastic Bottles (Pack of 12) oS AIEEHERamE
ODatalemo.Product.Description
i Pink Lemonade 36 Ounce Cans (Pack of 3) b APstaDemaProdiict Releaseiiate
7 DVD Player 1080P Upconversion DVD Player 4 DHtalumed coluc kit inaad
iti ODataDemo.Product.Rating
CD HDTV 42 inch 1080p LCD with Built-in Blu-ray Disc Play :
3 LCD HDTV 42 inch 1080p LCD uilt-in Blu-ray Disc Playe S OPatDane Praduct Diee
B 1 mea o ool Foe] MWL et <Pt LGty e St | LR Pl g e 3 = Supp!ierg

Connect to SharePoint

You can also connect to data on your SharePoint server using the OData protocol.

For example, setthe Addressto http://spserver/ vti bin/listdata.svc/ and the Authentication method to Specified Windows credentials.
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By default, the OData connector will auto-detect the OData version, but you can use the OData Service Version option to force a specific version (e.g., between

V1 and V4).

The Records Per Page option specifies the number of records or rows to fetch at a time. By default, it is set to 100 but you can increase this in order to load data

faster.

~ Advanced
OData Serace Version

Detect

Records Per Page

100

Define Structure

Using Query Options

Queries sent to the data source can include various options that you can set, including $filter, Sexpand, $top, $skip, $select, Sorderby, and (when using

OData version 4) $search.

These can be set when selecting a table in a data cube, by configuring its Tabular Select transform and selecting Parameters.
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8-9 Transform Parameters

Define transform parameters, Onece 'Create Parameter’ is
clicked, the parameter will be created on the server,

Silter #
fexpand o
Ytop il
$skip -
fzelect ”
Sorderby -
fzearch 1

Add parameter k=

Click to edit one of the predefined parameters, and set the Value using the syntax used by OData query options following the equal (=) sign.
For example, the sfilter parameter could be setto TataCode eq 'LAX'.

You will also find a Programmatic Structures folder located directly under the data connector, listing the results of the Scount query option for each table,
which you can drag onto a data cube or metric set.
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4 P OData

| F‘] Programmatic Structures
iE Advertizements/Scount
i Categories/$count
:% PersonDetails/Scount
i= Persons/Scount
% ProductDetails/Scount

i Products/$count

v vy v v v wv.w

i% Suppliers/$count
P I Adverticements

b iE Categories

B = PerconDetails
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Connecting to Pardot

This applies to: Managed Dashboards, Managed Reports
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Access Pardot data using a data connector in Symphony.

Set Up Pardot

You may need to first set up a connected app and enable access to Pardot services in order to obtain details such as the Consumer Key and Consumer Secret that
you will need when creating a Symphony data connector.

For details, see Setting Up Salesforce OAuth for Pardot API Authentication.

Create the Data Connector

When creating a new data connector, set the Data Provider drop-down to Pardot.
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5

+ New Data Connector

A data connector lets you connect to your data
through a provider. Once the data connector's provider
is saved, it cannot be changed.

Mame

Pata Connectors Root Folder/Pardot

Select 3 name..,

Data Provider

Pardot b

Test connection @ ?

DATA PROVIDER INFORMATION

Enter the information for the selected data provider.
This will help us connect to your data properly.

User E-Mail

Password

Securrty Token

Consumer Key

Consumer Secret

Biirimoacrs | 13 1%
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Enter the User E-mail, Password, and Security Token for your Salesforce account with Pardot login rights. If you do not already have a security token to provide,
you can reset your security token in order to obtain it by email or use your authenticator app.

Enter other details such as the Consumer Key and Consumer Secret from your connected app and Pardot account, detailed in the link provided in the section
above.

You can choose between the Pardot v3 and v4 APIs by expanding the Advanced section and setting the API Version.

For more information, see:

®  Connect to Data and View it on a Dashboard
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Connecting to SharePoint Lists and Excel Services

This applies to: Managed Dashboards, Managed Reports

Use Symphony to create a data connector for SharePoint and Microsoft 365 Lists and for SharePoint Excel Services.

Connect to a SharePoint List

When creating a new data connector, set the Data Provider drop-down to the SharePoint List option that corresponds with your SharePoint site as follows.

SharePoint Lists

Choose sharePoint Lists foran on-premise SharePoint server or when using basic authentication in SharePoint Online.

Choose an authentication method. You will typically need to use specified or impersonated Windows credentials, or for SharePoint Online use Online credentials
(this account should not use multi-factor authentication, or you can use the SharePoint Online List provider instead).

Next, set the SharePoint Site URL.
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A data connector lets you conmedt to your data through a
provider. Omce the data connector's provider is set, it
cannot be changed.

Mame

Data Connectors Root Folder/DaaConnecor |

Ciata Provider

SharePoint Lists

Test connection @__'F ?

DATA PROVIDER INFORMATICN

Enter the information for the selected data provider. This
will help s connect to your dats propsry.

Authentication

Specified Windows credentials b

Crarmain

EXAMPLE

Uzemams

bobt

Paszword

Relay Credentials

SharePoint Site URL

htepy/fspserver/projecta

Define structure -

Check In
™
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SharePoint Online List

Set Data Provider to SharePoint Online List touse modern authentication options with SharePoint Online. This requires setup by an Office 365 admin
user:

®  Accessing SharePoint Online requires using a X.509 certificate to authenticate, which you will need to create first.

® From the Azure Portal, register an Azure Active Directory (AD) app. Configure APl permissions to grant Sites.Read.Al1, and go to Certificates & secrets
to upload your certificate. Additional details are available here.

You can also follow a more detailed walkthrough that includes examples for creating a self-signed certificate and registering it along with SharePoint API
permissions as part of Granting access via Azure AD App-Only in the SharePoint documentation.

In the Symphony data connector, enter the Application ID and Directory ID which can be found on the overview page of the Azure AD App, then under Certificate
upload the X.509 certificate and enter the accompanying Certificate Password used when creating it. Enter the SharePoint URL for the site you want to access
lists from.

Connect to SharePoint Excel Services

Excel Services is a service application that enables you to load and display live Microsoft Excel workbook data from on-premise SharePoint servers.

o Note: To connect to live Excel data from SharePoint Online, consider syncing those files to a folder or other location accessible to the Symphony server
so you can use the Microsoft Excel data provider.

The following walkthrough shows you how to connect to an Excel file in SharePoint using the Excel Services provider. If you are not sure whether Excel Services is
enabled on your SharePoint server, contact your SharePoint administrator.

First, create a new data connector from the main menu, then set a Name for it and set the Data Provider drop-down to SharePoint Excel Services.

Choose an authentication method. You will typically need to use Specified Windows credentials, orfor SharePoint Online (e.g., Office 365) use Online
credentials, and then enter the credentials.

Next, set the SharePoint Site URL and Excel File Name.
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% MNew Data Connector
-+

A data connector lets you connect to your data
through a provider. Once the data connector's
provider is set, it cannot be changed.

Mame

Data Connectors Root Folder/DataConnectori
Lelect a name..

Data Provider

SharePoint Excel Services

Test connection @ ?

DATA PROVIDER INFORMATION

Enter the information for the selected data provider.
This will help us connect to your data properiy.

Authertication

Specified Windows credentizals v
Domain

EXAMPLE
Username

bobt

Password

Relay Credentials

SharePoint Site URL

hitpe/fspserver
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Select the submit button at the bottom of the dialog to begin discovering the available data. If you encounter a connection error such as We noticed that you
haven't been interacting with this workbook, so we paused your session try selecting the Relay Credentials option in your settings.

Now you can access the data in a new metric set or in a view such as a dashboard.

Locate and expand the data connector in the Explore window to see the discovered sheets and drag one to the canvas to see its data.
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Define Structure

You may want to define, or modify, the data structure for the created data connector. For example, you can change the data type of a column.

When editing the data connector, select Define structure. The steps are similar to connecting to a regular Excel file.
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Manage the Snowflake Connector

The Symphony Snowflake connector lets you access the data available in Snowflake storage using the Symphony client. The Symphony Snowflake connector

supports whatever Snowflake version is currently available in the cloud.

Before you can establish a connection from Symphony to Snowflake storage, a connector server needs to be installed and configured. See Manage Connectors
And Connector Servers for general instructions and Connect To Snowflake For Visual Data Discovery for details specific to the Snowflake connector.

After setting up the connector, create data sources that specify the necessary connection information and identify the data you want to use. See Manage Visual
Data Discovery Data Source Configurations for more information. After you set up your data sources, create dashboards, self service reports, and visuals from the

data in these data sources.

Feature Support

Connector support for specific features is shown in the following table.

Key: Y - Supported; N - Not Supported; N/A - not applicable

Feature ‘

Admin-Defined Functions

Supported?

Box Plots

Custom SQL Queries

Derived Fields (Row-Level Expressions)

Distinct Counts

<[<[=<[<[=<

Fast Distinct Values

N/A

Group By Multiple Fields

Group By Time

Group By UNIX Time

Histogram Floating Point Values

Histograms

Kerberos Authentication

Last Value

Live Mode and Playback

< <[Z[<[=<[<|<[<

Multivalued Fields

N/A
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Feature ’ Supported? ‘
Nested Fields N/A
Partitions N
Pushdown Joins for Fusion Data Sources Y
Schemas Y
Text Search N/A
TLS Y
User Delegation N
Wildcard Filters Y
Wildcard Filters, Case-Insensitive Mode Y
Wildcard Filters, Case-Sensitive Mode Y

Connect to Snowflake for Visual Data Discovery

The version 3.12.11 JDBC driver is included with the Snowflake connector, but you can download a newer version from
https://repo1.maven.org/maven2/net/snowflake/snowflake-jdbc/. See Add A JDBC Driver.

When setting up a connection to Snowflake, you need to provide the following:

B The name of the connection

" The JDBC URL.

®  Each Snowflake connection must be associated with a database. It may be the database specified in the JDBC URL or the default data base of the connecting
user (when no database is specified in the JDBC URL).

® The username and password. Only simple username and password authentication is supported.

Snowflake officially supports each of its client versions for a minimum of two years: https://docs.snowflake.net/manuals/release-notes/requirements.html#support-
policy. If the JDBC driver is not updated for two years, the Snowflake connector may stop working. Symphony regularly updates the JDBC driver, however if you
do not update your Snowflake connector for a long time, you may encounter problems. If this happens, you can manually update the JDBC driver yourself.
Symphony provides itin /opt/zoomdata/lib/edc-snowflake forLinux,and <install-path>/1lib/edc-snowflake for Windows environments.

Page 239 of 279


nested-data-structures.html
partitions.html
data-fusion-optimization.html
schemas.html
text-search.html
tls.html
user-delegation-enabling.html
wildcards.html
wild-card-case-insens.html
wild-card-case-sens.html
https://repo1.maven.org/maven2/net/snowflake/snowflake-jdbc/
../../../../../Content/topics/installation/jdbc-driver-add.html
https://docs.snowflake.net/manuals/release-notes/requirements.html#support-policy
https://docs.snowflake.net/manuals/release-notes/requirements.html#support-policy

- Archive of documentation for Logi Symphony v24

Snowflake Time Field Conversion

The Symphony Snowflake connector converts date-time fields with data types of TIMESTAMP_TZ (a Snowflake data type) to Coordinated Universal Time (UTC)
format. The connector also sets the session timezone to UTC format, which means that all Snowflake fields that use the Snowflake local timezone data type
TIMESTAMP_LTZ are also converted to UTC format.

Configure the Snowflake Clustering Depth Threshold

Snowflake does not have an index, but supports micro-partitions and clustering keys instead. It uses a clustering depth for a table column to indicate whether the
clustering state of the column has improved or deteriorated as a result of data changes in the table. A value of 1.0 for the clustering depth indicates that the column
is fully clustered. A higher clustering depth indicates that the Snowflake table is not optimally clustered. See Understanding Snowflake Table Structures.

To define playability of date or numeric fields, the Symphony Snowflake connector uses the relative clustering depth of these fields in relation to the total number of
partitions in the table, computed as a percentage using the following formula:

AverageClusteringDepth / MAX(TotalPartitionCount, 100) * 100

If the relative clustering depth of a field is equal to or less than a set threshold value, it is considered to be playable. The default clustering depth threshold is 10%,
but can be changed by changing the following Snowflake configuration property in the Snowflake properties file (edc-snowflake.properties):

snowflake.metadata-detection.fast-range-queries.max-clustering-depth-percent=<nnn>

See Connector Properties And Property Files.

The clustering depth threshold allows Symphony to enable playback and live mode for all fields that are optimally clustered and disable it for all fields that are not.
Adjust the threshold value or recluster your Snowflake tables to better handle intermediate cases.

Connect to Snowflake Using OAuth

To create a Snowflake connection use one of the available authentication methods:

®  Basic authentication via username and password

" OAuth 2.0

If connecting using basic authentication, provide:
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® The name of the connection.

® The JDBC URL.

® Each Snowflake connection you use must be associated with a database.

° The database can be the one specified in the JDBC URL, or

° The default database of the connecting user (if no database is specified in the JDBC URL).

® The username and password. Only simple username and password authentication is supported.

For connecting via OAuth 2.0, fill in the specific parameters:

JDBC URL
OAuth 2.0 Enabled

TRUE/FALSE

OAuth 2.0 Authorization URI

OAuth 2.0 Token URI

OAuth 2.0 Client Id

OAuth 2.0 Client Secret

Obtain OAuth 2.0 connection parameters from your Snowflake instance for connection.

| o Note: Scheduled source refresh is not available when you use OAuth 2.0 authentication.

o Note: If you do not want to expose OAuth 2.0 connection options to your customers, disable OAuth-related connection parameters at the connector level

as a member of the Supervisors group.

Connecting to Snowflake in Managed Dashboards

This applies to: Managed Dashboards, Managed Reports

Use a data connector to connect to a Snowflake cloud data source.

o Note: This requires a snowflake cloud database, for more information visit: https://www.snowflake.com.
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Data Connector Settings

Create a new data connector and set Data Providerto Snowflake Database.
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You will need to enter the Host URL, User Name, Password, and Database for Snowflake.
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For more information, see:

®  Connect to Data and View it on a Dashboard
® Connecting to ODBC

®  Selecting Structures For Data Connector Discovery
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Connecting to SSAS

This applies to: Managed Dashboards, Managed Reports

Several options are available when connecting to Microsoft SQL Server Analysis Services (SSAS) including Azure Analysis Services. You can also filter data by
user.

Connect to Analysis Services

See Connect to OLAP data and apply a formula for a walkthrough on creating and using a data connector for Analysis Services or other OLAP databases.

After setting the Data Provider drop-down of a data connectorto Microsoft SQL Server Analysis Services, there are three options for the Windows
Impersonation field:

® The Server option is applicable if the user account running the Symphony application pool in IIS has the appropriate access to the SSAS server.
® Choose Active Directory Password to enter the credentials to use for connecting using Azure Active Directory.

® QOtherwise, use the Specified option and enter the Windows domain credentials of a user that has access to SSAS.
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¥y New Data Connector
e

A data connector lets you connect to your data
through a provider. Once the data connector's
provider is set, it cannot be changed.

Mame

Data Connectors Root Folder/DataConnector]
Select a name...

Data Provider

Microsoft SOL Server Analysis Services

Test connection @ ?

DATA PEOVIDER INFOEMATION

Enter the information for the selected data provider.
This will kelp us connect to your data properiy.

[ T ——
Windows Impersonation

Specified b

Domain
EXAMPLE
Usernams

tomg

Passwoard

e ————————————————————————
Relay Credentials

Server Mame

SERVER1
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The Impersonation setting has options detailed in the following sections.

Impersonation = None

This option is the default way to connect to SSAS, so you can leave the Impersonation field set to None.

This means the credentials that are specified in your data connector settings will be passed directly to the SSAS server. Every user who logs on and views
dashboards based on this data connector is going to see the same data (because the same underlying Windows credentials are being used to connect to SSAS).
So there is no real filtering by user possible with this option.

o 4 1 Project3
=3 =
g ] Data Connectors
52 5
b 1 Shared
{11
4 %* DataConnectorl
Data Binding Panel % = 4 WP Adventurs Works
b [ Measures
A A P :
Edit Bindin & 4 [} Dimensions
I AR Calendar Year Internet Average Sales Amount o _
MetricSet6 % b [ Account
i MEASURES Grand Total $1,061.45 » P [ Customer
4 [ Date
b CY 2005 §3,224.46 = .
g 4 [ Calendar
click tor add, ar dr:p 8 mEegsure =
0 p CY 2006 $2 439.43 7] k| b o= Date.Calendar
& rows E
E b o Date.Calendar Quarter of Year
= p o Date.Calendar Semester of Year
St s errep 2 ey P C¥ 2008 $748.73 ™ b % DateCalendar Week of Year
A SLICERS b o Date.Calendar Weeks
click to add, or drop a hierarchy 4 . 4 p = Date.Calendar Year
*]i COLUMNS b [ Fiscal
dick to add, or drop a hierarchy P = Date.Date
P % Date.Day Name
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Impersonation = Effective Username

This option is designed to work in conjunction with Windows logon and Windows accounts in Symphony. The Windows username of the current Symphony user
(e.g., a user viewing a dashboard) is passed to the SSAS server, where security settings that have been set up will take effect for each Windows user.

Technically, what happens is that the current Windows username is passed via the EffectiveUserName property of the SSAS connection string.

Follow these steps to use the effective username option:

1. Set up security on the SSAS server for each Windows user.
2. Make sure Windows logon is enabled in Symphony via the Log On Modes configuration setting.
3. Add Windows accounts in Symphony.

4. Inthe New Data Connector dialog, set Windows Impersonation to Specified and enter the domain credentials for a user which has admin rights on the SSAS
server.

5. Set the Impersonation field to Effective Username.
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Paszw

TS|

]

Relay Credentials

C Qo

Adventure Works DW

Impersonation
Effective Username i
Script

return currentSessionAccountMame:

e maarndd T
Command Timeout

30

» Miscellaneous

¢ Compression

» Client Information
P Cube

The effective username option is easy to set up and use because it leverages existing cube security.

Page 249 of 279



- Archive of documentation for Logi Symphony v24
Impersonation = Roles

This option uses roles in SSAS to define security in the cube. In Symphony, user groups are created that mirror the names of the roles in the cube. Users in
Symphony get added to one or more user groups, thus linking them to roles in the cube.

Roles impersonation allows you to control access to cube data on a per-user basis within Symphony based on which group that user's account is assigned to.
Users will see different data displayed on dashboards, for example, depending on the Symphony user group (and corresponding SSAS role) they belong to.

The advantage of this option is that it works with all Symphony account types and leverages existing roles defined in your cube.

See Using SSAS roles impersonation for details on using this option.

Custom Data and Custom Attributes

An alternative to roles impersonation is to use the Custom Data property of SSAS data connectors in conjunction with custom attributes to secure access to the
data. This method requires only one role on the SSAS side and allows you to manage data security using just the Symphony admin interface. Custom attributes
are name-value pairs of information which Symphony administrators can assign on a per-user account or per-group basis.

See Using a Security Hierarchy to Filter SSAS Data by User for details on setting up this option.

Localization

Use the Locale Identifier field to specify the preferred locale ID. You can either indicate a static locale ID or use script to determine the appropriate ID to use.

For example, to match the data connector locale to the locale of the logon session, type the following script into the Locale Identifier field:

return currentSession.Culture.LCID;
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For more information, see:

® Set Up Date Mapping on a Native OLAP Cube

®  Using SSAS Roles Impersonation

®  Using Custom Data and Custom Attributes to Filter SSAS Sata
®  Using a Security Hierarchy to Filter SSAS Data by User

® SSAS Data Connection Issues

®  Configuration Settings
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Using SSAS Roles Impersonation

This applies to: Managed Dashboards, Managed Reports

SQL Server Analysis Services (SSAS) relies on Windows authentication and roles to determine user permissions. When you create a new data connector using
the SSAS data provider, you have the option of connecting using Roles Impersonation, which allows you to control access to cube data on a per-user basis. Users
will see different data displayed on dashboards, for example, depending on the Symphony user group (and corresponding SSAS role) they belong to.

The idea behind roles impersonation is simple and basically consists of three parts:

®  Setup roles in SSAS and restrict access to data accordingly for each role.
®  Create user groups in Symphony that correspond exactly to the SSAS roles.

®  Connectto SSAS using the Roles impersonation option.

For more information about SSAS roles, see Roles and Permissions (Analysis Services) in Microsoft's documentation.

This topic contains the following sections:

® Set Up Roles in SSAS

® Set Up User Groups and Accounts in Symphony
® Create a New Project and Dashboard

® View the Dashboard as Each User

Set Up Roles in SSAS

Launch SQL Server Management Studio and connect to Analysis Services.

Expand your SSAS database and right-click on the Roles folder. From the menu, select New Role.
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In the General page of the Create Role dialog, set the following fields:

® Role name: Role A

®  Set the database permissions for this role: Read definition
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Selecs op: | 5 Seript ~ [ Help
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e
Té:-; Cub The database role defines a category of users and groups that have the same pemissions on
— e the database.

4 Cell Data

_-_%IE*

£

D1me.-nsmns
Mining Structures — |

Ruole description:

Set the database pemissions for this role:
[] Full control { Administrator }

[] Process database

Read definition

Go to the Cubes page of the Create Role dialog and give read-access to a specific cube.

Select a page : :

A4 General i SSmpt v ey

f,i Membership
Cube:

7 el . 1

Cube Mame ocal Cube/Drillthrou... Process

g gmenmnnsnat Adverture Warks one [ |

#4 Dimengzion Data _

% Mining Structures Mined Customers one [l |

In the Dimension Data page, restrict access to cube data for this role. For example:
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B Select the Customer dimension.

® Selectthe Country attribute hierarchy.

® Uncheck all members except United States.
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Adventure Works DW.Custnmerffjlttribute securty defined) L]

Attribute Hierarchy:

ﬁ Create Role
Selecta page ; : =
- Script = |-y Hel
&7 General ;5 pt = I Help
& Membership [
2% Data Sources _ o
7 Cubes Dimenszion:
20 Cell Data e
._T%“..['Hm-?-mimq. = '-.J;h Basic l@ Advanced |

=

o=
A

@ Select all members

Manually deselect members to deny.
Mew members added to the top
level will be allowed.

z)

ICuuntr'_.r .Egattribute securty defined)

2 ¥ - All Customers

IUnited Kingdom

[ Australia

[ Canada

[l France

[ Gemany

[l

"I Irit=d States

o Note: When using role impersonation on a native OLAP cube, the user will see the totals for A11 the members in the cube. If you want the totals to be the

aggregate for only the visible cell values, open the Advanced tab in the Dimension Data page and enable the Enable Visual Totals option.

In the Membership page, add a domain user to the role. This will be the Windows credentials needed when creating the data connector in Symphony.
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Select OK in the Create Role dialog to finish creating Role A.

Next, follow the same steps as above to create Role B. The only difference is in the Dimension Data page where you'll want to restrict access to different cube

data for the role. For example:

® Select the Customer dimension.
® Selectthe Country attribute hierarchy.

® Check all members except United States.
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Refresh the SSAS database node to see the two roles.

= [ Databases
= [y Adventure Works DW
[+ [ Data Sources
@ 4 Data Source Views
= (3 Cubes
# [ Dimensions
| 4 Mining Structures
1 L3 Rlﬂﬁ
f Role A
?‘: Role B

+|

Set up User Groups and Accounts in Symphony

Log on toSymphony as an administrator and go to the Admin screen. Expand Account Service and select Groups.

For each SSAS role, create a corresponding group in Symphony with the exact same name as the role.

Note that role/group names cannot include any characters from this list:
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o " s /N 2ms s+ = () L] {0} <>

The underscore (_) character is allowed.

e
8% Groups

«cts & File System Add group
Refresh
unt Service

Mame Descript..

Everyone StandardUser

System Administrators StandardUser

Project Administrators (Projectl) StandardUser

Project Administrators (< GLOBAL>) StandardUser
/ Multi-Tenancy

Role A StandardUser
,ging Role B StandardUser
irt / Export

Next, create a new user named User A and add this as a member of the group Role A.

Similarly, create a new user named User B and add this as a member of the group Role B.
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Create a New Project and Dashboard

Log on to Symphony as an administrator or developer and create a new project (Project1) which will be accessible to all users. Make sure Project1 is the active
project.

Create a new data connector (DataConnector1) using the SQL Server Analysis Services data provider:
= Set Windows Impersonation to Speci fied and enter the domain credentials that were added to the SSAS Membership pages.
= Set the Database Name to the name of the SSAS database.

= Set the Impersonation field to Roles.

® | eave the Script field at its default setting. This C# script returns the names of the groups the current user belongs to (excluding built-in Symphony groups
such as System Administrators and Everyone).
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Then create a new dashboard (Dashboard1) by dragging the Internet Sales Amount measure andthe [Customer] . [Customer Geography] hierarchy

from DataConnectorl to the dashboard canvas.

i 4 2 DataConnectorl
g 4 B Adventure Works
o F] | Measures
m
4 Exchange Rates
| 4 Financial Reporting
Grand Total $29,358,677.22 # Ll Intemet Ocders
4 I Intemnet Sales
P Australia $0.061,000.58 O Crowth i Custamer Base
b Canaita $1077 844.86 am Internet Average Sales Amount
s Internet Average Unit Price
P France $2,644,017.71 m Internet Extended Amount
P Germany $2,894,312.34 Wik Ereight toet
m Intermet Gross Profit
P United Kingdom $3.391712.21 a Internet Gross Profit Margin
P United States $9,389,789.51 M Internet Order Quantity
s Internet Ratio to All Products
s’ Internet Ratio to Parent Product
' Internet Sales Amount

Right-click on Dashboardl in the Explore window and check it in.

View the Dashboard as Each User

Log out of Symphony and log back on as UserA.

View Dashboard1 and observe that it displays restricted data corresponding to SSAS Role A.
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Log out again and log back on as UserB.

View Dashboard1 and observe that it displays restricted data corresponding to SSAS Role B.
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Manage the Teradata Connector

The Symphony Teradata connector lets you access the data available in Teradata databases using the Symphony client. The Symphony Teradata connector

supports Teradata version 16.20.

Before you can establish a connection from Symphony to Teradata storage, a connector server needs to be installed and configured. See Manage Connectors

And Connector Servers for general instructions and Connect To Teradata In Data Discovery for details specific to the Teradata connector.

After setting up the connector, create data sources that specify the necessary connection information and identify the data you want to use. See Manage Visual
Data Discovery Data Source Configurations for more information. After you set up your data sources, create dashboards, self service reports, and visuals from the

data in these data sources.

Feature Support

Connector support for specific features is shown in the following table.

Key: Y - Supported; N - Not Supported; N/A - not applicable

Feature ‘

Admin-Defined Functions

Supported?

Box Plots

Custom SQL Queries

Derived Fields (Row-Level Expressions)

Distinct Counts

<[<[=<[<[=<

Fast Distinct Values

N/A

Group By Multiple Fields

Group By Time

Group By UNIX Time

Histogram Floating Point Values

Histograms

Kerberos Authentication

Last Value

Live Mode and Playback

< <[Z[<[=<[<|<[<

Multivalued Fields

N/A
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Feature ’ Supported? ‘
Nested Fields N/A
Partitions N
Pushdown Joins for Fusion Data Sources Y
Schemas Y
Text Search N/A
TLS Y
User Delegation N
Wildcard Filters Y
Wildcard Filters, Case-Insensitive Mode Y
Wildcard Filters, Case-Sensitive Mode Y

Connect to Teradata in Data Discovery

The Teradata connector requires a JDBC driver to be configured before you can connect to your data source. You can download the driver from the vendor's site.
If you are upgrading, keep in mind you need to configure the JDBC driver. For more information and steps, see Add A JDBC Driver.

You can limit the list of available collections in a Teradata data store to collections from a specific schema specified in the Teradata JDBC URL. Use the Teradata
JDBC URL database property to limit the list of available schemas as well as the list of available collections to collections from the schema. For example:

jdbc:teradata://<url>/dbs port=<port>, database=<schema>

Be sure to work with your Teradata database administrator when you do this.

Connecting to Teradata in Managed Dashboards

This applies to: Managed Dashboards, Managed Reports

o Note: You can also use ODBC or JDBC drivers to connect to Teradata.

Main article: Connect to Data and View it on a Dashboard

Install the Driver

The Teradata data provider requires drivers to be installed on the server or computer where Symphony was installed.
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If you are using multiple servers to run Symphony, this is needed for each server installation.

Linux

For Symphony installations on Linux, including Docker images and Kubernetes, download the Teradata .NET Data Provider NuGet Package. This file has a
.nupkg extension but is a ZIP file that you can extract to find Teradata.Client.Provider.dllinthe /1ib/netstandard2. 0 folder or similar.

Note: You will need the .NET Standard or .NET Core version of this file, not the .NET Framework version that may instead be located in a folder such as
net46l.

The DLL needs to be placed in this location within the Symphony instance's files:

/usr/share/dundas/bi/Files/{Instance Name}/www/BIWebsite/App Data/ExtensionsLib/netcore/Teradata.Client.Provider.dll

For a Docker image, the instance name is Container. Otherwise, you can find the App Data folder within your Symphony installation's folder, create two
additional subdirectories ExtensionsLib/netcore/ (if they do not exist), and place the DLL within netcore.

Ensure the permissions allow the dundasbi group to read and execute the new file (e.g., chgrp dundasbi Teradata.Client.Provider.dl1l and chmod
751 Teradata.Client.Provider.dll).Restartthe Symphony service to ensure the DLL is loaded (e.g., for a Symphony instance, restart the website
service).

Create a Data Connector

Set Data Provider to Teradata when creating a new data connector.
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+ New Data Connector
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data connector's provider
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i o
Test connection : .:’

DATA PROVIDER INFORMATION

Enter the information for the selected data provider.

Thiz will help us connect to your data properly.
Server Mame
TeradataServer
Authentication
Use Teradata authentication b
User D
analysis

Password

» Authentication
» Connection Pooling

» Data Dictionary
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Manage the Vertica Connector

This applies to: Visual Data Discovery

The Symphony Vertica connector lets you access the data available in the Vertica SQL query engine using the Symphony client. The Symphony Vertica connector
supports Vertica version 7.2.

Before you can establish a connection from Symphony to Vertica storage, a connector server needs to be installed and configured. See Manage Connectors And
Connector Servers for general instructions and Connect To Vertica In Data Discovery for details specific to the Vertica connector.

After setting up the connector, create data sources that specify the necessary connection information and identify the data you want to use. See Manage Visual

Data Discovery Data Source Configurations for more information. After you set up your data sources, create dashboards, self service reports, and visuals from the
data in these data sources.

Feature Support

Connector support for specific features is shown in the following table.

Key: Y - Supported; N - Not Supported; N/A - not applicable

Feature ‘ Supported? ‘
Admin-Defined Functions
Box Plots
Custom SQL Queries
Derived Fields (Row-Level Expressions)

<[<[=<[<[=<

Distinct Counts
Fast Distinct Values N/A
Group By Multiple Fields

Group By Time

Group By UNIX Time

Histogram Floating Point Values

Histograms

Kerberos Authentication
Last Value

Live Mode and Playback
Multivalued Fields N/A

< <[Z[<[=<[<|<[<

Page 268 of 279


../../../../../Content/topics/connectors/connectors-managing.html
../../../../../Content/topics/connectors/connectors-managing.html
../../../../../Content/topics/datasources/data-source-config-overview.html
../../../../../Content/topics/datasources/data-source-config-overview.html
dash-create.html
ssr-create.html
visual-add-vg.html
connector-feature-support.html
admin-fx-ov.html
box-plot.html
custom-sql-queries.html
derived-fields.html
distinct-counts.html
fast-distinct-values.html
group-by-multi-flds.html
group-by-time.html
group-by-unix-time.html
histogram-floating-point-values.html
bar-histograms.html
kerberos-sso.html
last-value.html
time-bar-live-mode-playback.html
multivalued-fields.html

ogi:

AMALYTICE

- Archive of documentation for Logi Symphony v24

Feature ’ Supported? ‘
Nested Fields N/A
Partitions N
Pushdown Joins for Fusion Data Sources Y
Schemas Y
Text Search N/A
TLS Y
User Delegation N
Wildcard Filters Y
Wildcard Filters, Case-Insensitive Mode Y
Wildcard Filters, Case-Sensitive Mode Y

Connect to Vertica in Data Discovery

The Vertica connector requires a JDBC driver to be configured before you can connect to your data source. You can download the driver from the vendor's site. If
you are upgrading, keep in mind you need to configure the JDBC driver. For more information and steps, see Add A JDBC Driver .

Symphony supports Flex tables. However, you must properly map the metadata for the Flex tables in Vertica to use these data in Symphony.

The Interval data type in Vertica will be converted to the Number type in Symphony. The values for the Interval data type will be converted as follows in Symphony:

® INTERVAL [DAY TO SECOND] - number of seconds

® INTERVAL [YEAR TO MONTH] - number of months

The fields containing these converted data will be marked as Raw Data Only. You can view these data in the Details window on a visual or export as raw data .

Connecting to Vertica in Managed Dashboards

This applies to: Managed Dashboards, Managed Reports

Main article: Connect to Data and View it on a Dashboard
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Install the Driver

To connect to the Vertica database when Symphony is installed on Linux or if you have an older version of Symphony, you may need to download and install the
drivers first.

For details on installing the ODBC or JDBC drivers on Linux, see Vertica's documentation.

Create the Data Connector

Set Data Provider to Vertica Database when creating a new data connector.

Select the Authentication method and, if required, provide credentials. Enter the Host server and the Database name.
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Connecting to XML Files

This applies to: Managed Dashboards, Managed Reports
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Create a data connector to connect to an XML file, using one or more optional features.

Drag an XML File

To upload an XML file to Symphony and connect to it automatically with default options, you can simply drag the file onto a new metric set, or onto a view such as a
dashboard when editing.

The file's data will be visualized automatically. A new data connector will also be added automatically that you can use.

|4’.]E- |45E- |5:IE' |55E- |E:IE- |E—5I} |T:IE' |'."5E- |EE ™
- # 1 0 + ¥ B m
ﬁ R I s
- D O g a8drcn rmne q
name first-name last-name book_Id = 4 B XML Project
(Empty string) Benjamin Franklin ] m ¥ i.: Data Connectors
(Empty string) Herman Ielville 1 ® b [ Shared
Plato (Empty string} (Empty stning} 2 4 %3 XML Data
b :iF author
L 0 2 i
% P 3 book
s b [ Data Cubes
# :
p = Hierarchies
x - : :
P 4 Time Dimensions
LA b [0 Metric Sets
= p [ Dashboards
] o, | o
= E. e

This is similar to dragging and dropping an Excel file.
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You can create a data connector for an XML file yourself or edit one to access more options.
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To create one, select New in the main menu on the left, and select Data Connector.

+ lew Data Connector

A data connector lets you connect to your data through a
provider. Once the data connector's provider is saved, it

cannot be changed

Mame

Data Pravider

XML File o

Test connection ?

DATA DENMNWINER IREODRAATIOM

In the New Data Connector dialog, set a Name for your connector, and set the Data Provider drop-down to XML File.

There are two options for connecting to an XML file:

= Upload a file - Select Choose File and browse to find the XML file to upload.

= Define the XML file path - Alternatively, set XML File to eithera URL (e.g., https://www.w3schools.com/xml/books.xml) ora UNC path (e.g.,
\\FileServer\Xml\books.xml) pointing to the file.
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DATA PROVIDER INFORMATION

Enter the information for the selected data provider. This

will help us connect to your data properly.

Authentication

Server Windows credentials v

Upload Mew File

| Choose File | No file chosen

XML File
XML Mamespace

Schema Location

Inline Schema v

Define structure C

If you enter an XML File path, you can use wildcard characters * or ? to refer to multiple files with the same structure, similar to the example shown for Excel files.

When connecting directly to an XML File path (not when uploading a file), you can set the Authentication method Symphony will use to access the file. See
Authentication Methods.
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Settings
XML Namespace

If the XML document you are using has an XML namespace defined, you should enter that value in the XML Namespace field.

¥ML Mamespace

hittp:d S 3.org/ TR Mitmi4/

Schema Location

Set Schema Locationto Inline Schema whenthe XML schema is stored in the XML file.

If there is no schema, setitto No Schema and the data will be automatically discovered. Optionally, select Infer Schema to generate a schema automatically from
the content first and load the data according to that schema.

Schema Location
Mo Schema v

Infer Schema

ol

If you have the schema in a separate file, set Schema Locationto External Schema and either upload it or set the XSD File field to the path like when setting
the XML File field.
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Schema Location
External Schema b

Upload Mew File

| Choose File | No file chosen

X5D File

YWEileSenver Book.xsd
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Define Tenant Access to the <GLOBAL> Project

This applies to: Managed Dashboards, Managed Reports

All users in Symphony have access to the <GLOBAL> project by default. The <GLOBAL> project and shared files are created as a part of the installation process
and available to all global users. As needed, you can make <GLOBAL> content available to tenant users.

When a project is associated with a tenant, it cannot be accessed by members of any other tenant unless you explicitly change the security settings for the project.
Tenant users can also create their own content in these projects if they have sufficient privileges. Tenant administrators can create projects within their own tenant.

Note: System administrators can manage all content from Administration and share links with other global users not associated with any tenant as
required.

Remove Access to the <GLOBAL> Project for all Tenants

If you'd like to prevent your tenant users from accessing resources in the <GLOBAL> project, remove their access to <GLOBAL>, then add appropriate connectors
and projects to their tenant.

1.

2.

Log in to Symphony as a system Admin user and open the Managed Dashboards work area. Your main dashboards work area opens.

Select Profile > Administration from the main menu. The Symphony Overview work area opens, including an expanded main menu with administration
options.

Select Projects / File System > Projects. The Projects work area opens.
Select the <GLOBAL> project, then Edit. The Properties window for this project opens.
Select Security to open the Security work area.

Select Add... in the Groups and Accounts area. Select Global Users, assign appropriate security privileges, then select Save to save your changes. This gives
access to the <GLOBAL> project for all global users not associated with one or more tenants.

Next, find the group Everyone in the Groups and Accounts area, then select the trash can icon to remove access.
Select Save to save your changes. The Security work area closes, returning you to the Properties work area.

Select Save to save your changes. The Properties work area for this project closes. Current and future users can no longer access the shared <GLOBAL>
project by default.

Page 277 of 279


multi-tenant-ov.html
File-and-folder-properties.htm
File-and-folder-properties.htm#Security

Oogl . v

AMALYT

- Archive of documentation for Logi Symphony v24

Next, create and give your tenant users access to a connector. Create or access data connectors by navigating to the Administration work area, then select a

project file by selecting Projects/File System, then File Explorer to add the connector to a project. Connect directly to a data source, or connect to Visual Data
Discovery data source for their projects.

~ [@ Projects / File System F||e E}(plorer

Projects

File Explorer
Tenant Filter

Data Cubes

Division Four K 'E[ @3 Information
v B Account Service D
v 6 Saa$ / Multi-Tenancy O

9a-8ca7-e6684d5fd

v Licensin
n - (O Search Files

Description
v Impaort [ Export
Fs
~ [#] Tenant Projects (Division Four)
g 9 System Health d
& ¢ Sati > [ Adminstration Location
~ Inventor . - S e i
o About [i] Y [Tenant Projects Root/45bbbf7c-lade-4
& Data Connectors
Type
B= DataC [f] New DataConnector
DataConnectorsRootFolder

Hierarc

h hlraa: Toledos

For more information, see:

B Add And Edit Tenant Users

®  Multi-Tenancy In Symphony
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Other Database Connection Issues

This applies to: Managed Dashboards, Managed Reports

Issue: Data cube job or database query never ends or ends in error

Symptom:

®  Ajob that builds or updates your data cube warehouse or in-memory storage 'hangs' or does not complete. An error message may be reported in the job run
details or logs when the job completes or is canceled.

®  For certain queries or for affected jobs, an error message containing text such as the following (possibly contained within other messages): A connection
attempt failed because the connected party did not properly respond after a period of time, or established connection failed because connected host has failed
to respond

Resolution:

Some connections to your database may have been terminated by network infrastructure such as a firewall after a certain period of time or due to other reasons.
Some data providers have a keep alive option that offers a potential solution to this problem:

= For example when editing a data connector using the Oracle Database data provider, expand the Advanced section and enable the Keep Alive option. You
can read more about the Keep Alive and related Keep Alive Interval and Keep Alive Time settings on Oracle's website.

= Similarly, you can edit a data connector using the PostgreSQL data provider, and expand the Performance section to find the Keepalive and TCP Keepalive
options. Each of these options is used in different scenarios. For details, see the Npgsgl page on the Keepalive options.

For data cube storage jobs, there is a configuration setting named Database Bulk Copy Timeout, found in the General category with advanced settings shown.

You may prefer to set this to a shorter amount of time when a job takes unnecessarily long to prevent it from running continuously in case one of its copy
operations is stalled.

For more information, see:

®  Connect to Data and View it on a Dashboard
®  Monitoring System Health

® Data Cube Data Storage Options
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